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Preface
5GDNA released the 5GDN Industry White Paper in 2020 to promote digital transformation of industries. The white
paper is a leading proposal regarding the outlook of 5GDN. It introduces the 5GDN model and discusses how to
provide some of the key capabilities required by industries as deﬁned in 3GPP.
2020 saw a large number of 5G projects. But many of these projects had to compromise on requirements or let them
stagnate because 5GDN was not quite ready to deliver. The 5GDNA members are writing this white paper based on
the 5GDN Industry White Paper to better facilitate industry development and improve 5GDN experience. This white
paper clariﬁes key 5GDN technologies and three categories of capabilities (differentiated capabilities, dedicated
networks, and self-service (DIY) operations) that will fulﬁll E2E SLA requirements. It also provides suggestions for
building a more deterministic network based on 3GPP key technologies. Ultimately, this white paper looks to act as a
reference for industry customers to see how 5G deterministic services can be deployed at scale.
This white paper consists of four parts:
- Chapter 1 Industry Dynamics. 5GDN is widely accepted and has almost become a must for industry services.
However, current deterministic capabilities are insufficient. Industry customers have to compromise on requirements or let them stagnate.
- Chapter 2 Networking Architecture. The 5GDN architecture, its main functions, improvements, and key
technologies are put forward against 3GPP's weak points regarding deterministic services for E2E SLAs.
- Chapter 3 Key Technologies. Starting from the three categories of 5GDN capabilities, this chapter introduces
key technologies that explain how network slicing, MEC, and 5G network perceive and coordinate with services,
how resource scheduling can be implemented across domains, how to calculate latency precisely, and how to
integrate 5G technologies into industry networks.
- Chapter 4 Summary and Expectations. This chapter forecasts progress towards large-scale commercial use of
5GDN based on 3GPP development, network deployment, and typical scenarios.
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Industry Dynamics

Chapter 1 Industry Dynamics
1

Growing Commercial Demands and Limited 5GDN Capabilities

In early 2020, 5GDNA released the 5GDN Industry White Paper [1], which states that 5GDN leverages 5G network
resources to build manageable, veriﬁable, and deterministic private mobile networks, offering customers a predictable and differentiated service experience. With the large-scale construction of 5G in 2020, 5G is used in swathes of
industries. While they accept and reach a consensus regarding 5GDN as a concept, they also raise new requirements
on the 5GDN architecture and key technologies.
According to 5GDNA statistics, in 2020, there are nearly 6000 5G industry projects around the world, and more than
20 leading operators have released 5G industry solutions. In China, the three dominant telecom operators — China
Mobile, China Telecom, and China Unicom — deployed more than 600,000 5G base stations and started to deploy
MEC. Industry-oriented 5G pilots have sprouted up on this initial 5G network construction and E2E network slicing
solution is gradually maturing. Operators in China have signed more than 1000 5G commercial contracts with
various industry customers.
5GDN capabilities are indispensable to these projects. These capabilities include differentiated network capabilities
such as deterministic latency and bandwidth, as well as security isolation and self-service management. 5GDN is
gradually becoming a foundation for and creating momentum in Industrial Internet, Internet of Energy, and Internet
of Vehicles.
Widespread 5GDN Requirements in 5G Industries
The 5GDN 3D capabilities were ﬁrst deﬁned in the 5GDN Industry White Paper. They are differentiated capabilities,
dedicated networks, and self-service (DIY) operations.
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Figure 1 3D Model of 5GDN Capabilities (source: 5GDN Industry White Paper)
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In addition to the security isolation provided by dedicated networks and self-service operations required in vertical
industries, the differentiated network capabilities are extremely important for industry customers.
1. The essence of differentiated network capabilities is to provide differentiated experience and SLA-assured
services.
2. 5G industry demands on KPIs are much stricter. For example, the interactive AR/VR applications (such as auxiliary assembly), require less than 20 ms of latency and transmission reliability over 99%, whereas 100-ms latency is
acceptable for traditional audio and video services. Nevertheless, the latency for industrial control may be even less
than 1 ms.
3. The 5G industry is extraordinary rigid on deterministic indicators. The average consumer can tolerate a little
network latency, lag, and artifacts, as long as they are resolved quickly. However, the same issues can gravely
affect production efficiency in industry applications. For example, in factory automation, the performance of an
application is inextricably linked to network KPIs. Industry application record network issues, such as abnormal
network latency, jitter, and packet loss due to timeout as exceptions, which may affect the system or trigger certain
protection mechanisms, such as throttling or even shutdown. These factors directly affect whether we can commit
to SLAs.
4. We must stress that deterministic networks are not all about high KPIs. They emphasize stable and reliable
indicators, such as stable and low latency and upstream bandwidth, to implement SLA services that can be
committed to, measured, and assured.
According to Liu Yunjie, an academician of the Chinese Academy of Engineering and an expert in communications
and information systems, conventional best-effort delivery of network-deﬁned services can barely address the
varied requirements of up and coming Internet businesses. We need a promising network with differentiated capabilities to fulﬁll the varied SLA requirements.
According to a survey of 5GDNA on requirements of industrial campuses, these industry projects demand the
following deterministic network capabilities:

Differentiated

Dedicated

29%
71%

Signiﬁcant difference in SLA/QoS
requirements in different scenarios
of industrial campuses
Insigniﬁcant difference in SLA/QoS
requirements in different scenarios
of industrial campuses

62%

38%

Among private
campus networks and
operator networks

DIY (Self-Service)

16%

26%
74%

Among
applications
within

Complete virtual isolation
Partial virtual isolation

31%

53%

Monitoring capability only
Monitoring and simple management capabilities, such as
conﬁguring the denylist
Monitoring and ﬂexible management capabilities

Figure 2 Requirement Statistics of Industrial Campuses on 5GDN (Source: a survey of the 5GDNA industrial Internet group)
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Insufficient 5G Deterministic Capabilities Force Industries to Compromise and Stagnate
The industry demands deterministic capabilities, but they are not prepared to back up all industries.
1. Compromises on Requirements
Take the power grid project as an example. Since 2018, CSG and SGCC have started promoting 5G+smart grid pilot
projects. They veriﬁed differential protection in power distribution networks based on 5G wireless access. It is
acknowledged that 5G features ultra-large bandwidth, ultra-low latency, ultra-high reliability, and massive
connections. Combined with differentiated network slicing and MEC solutions, 5G can better advance the digitalization of the power industry with ubiquitous, ﬂexible, secure, and reliable solutions at low cost. However, in
practice, the distributed software, built in the automatic power DTU, enlarges the cache area for received packages. In this way, the software is more fault-tolerant when the 5G Radio Access Network experiences non-deterministic latency. In essence, industry services become less sensitive and dependent on the 5G network latency and
jitter at the cost of reducing performance and increasing terminal costs.
2. Stagnation of Requirements
Take the PLC in the automatic production line as an example. The PLC needs to be centralized and connects to
devices through wireless instead of wired networks to maintain a more ﬂexible production line. However, current
deterministic capabilities are insufficient. As a result, 5G cannot be applied in the core process of industrial automation control. The industrial campuses mainly involve three service scenarios based on different SLA requirements: industrial control (PLC control), production auxiliary (smart AGV logistics), and non-production scenarios
(security monitoring and administrative work). The PLC used in automatic production line requires ultra-low
latency and high reliability (the network KPI latency usually be less than or equal to 5 ms and the packet transmission reliability usually be greater than 99.999%). The existing 5G network cannot meet these requirements [2].
Therefore, all 5G+industrial Internet pilots still linger on peripheral non-production services and cannot tap into
core industrial control services.

2

5GDN Wins Support from and Is Gradually Applied in the Industry

Operators, equipment vendors, and industry customers are increasingly aware of the importance and necessity of
5GDN after having suffered from past mistakes and industry practices. The 5GDN concept won support from more
and more industry experts and partners in 2020, gradually becoming a consensus.
Industry customers, such as those in manufacturing, power energy, transportation, mining, and entertainment, have
improved collaboration with operators in 5GDN exploration and pilot projects. Take the 5GDNA as an example.
Since 2018, industry customers such as SGC, SGCC, Haier, and Ningbo Port have cooperated with operators such as
China Mobile, China Telecom, and China Unicom, as well as with solution providers such as Huawei, Zhenhua Port
Machinery Company, and Blaz. They collaborate in various aspects from top-level design and international
standards, to key technologies, live network pilots, and service operations. Their innovation and cooperation help
industry customers achieve leading positions through these technologies and services.
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"Smart manufacturing has been a central lever for developing China into a
manufacturing power. With the digital upgrade of manufacturing and
other verticals, wireless communications are in increasing demand. Without
a doubt, 5GDN is the key to building a future-proof wireless network." [2]
Li Peigen, Academician of Chinese Academy of Engineering

—— and President of Chinese Mechanical Engineering Society

"The future expects highly deterministic networks. Such networks will lay a
stable foundation for future network architecture to deliver controllable,
deterministic services. In addition, deterministic networks will streamline and
coordinate wired and wireless networks, effectively arrange network slices,
transport paths, bandwidth, and latency, as well as tackle all the issues
caused by inadequate service quality on existing IP networks. Everything will
communicate through ubiquitous access."

[3]

—— Liu Yunjie, Academician from the Chinese Academy of Engineering and
Director of Purple Mountain Laboratory for Network Communication and Security
"5GDN is a major contributor to the integration between CT and OT. 5GDN
cannot be achieved in one go. Network slicing combined with edge computing can leverage exclusive resources and process data locally to carry partial
5G deterministic capabilities. To realize 5GDN, resource scheduling and ﬂow
control mechanisms must be retroﬁtted via hardware, protocols, and
wireless."[3]
—— Lu Lu, Deputy Director of the Networks and IT Department, CMRI
"Industry applications pose deterministic requirements on network bandwidth and latency. In addition to B2B, new B2C applications, such as 5G+AR,
also bring deterministic network requirements. These requirements need to
be addressed by network architecture that is equipped with deterministic
capabilities, so that services can be quickly lunched to promote industry
applications and practices." [3]
—— Wang Changling, Chief Architect of Core Network, China Unicom
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Chapter 2 Networking Architecture
1

Current State of 3GPP Deterministic Technologies

The latency, jitter, and packet loss any given Ethernet network will experience is difficult to determine, let alone
control. To eliminate these uncertainties, IEEE had set up the TSN Task Group in 2012 to provide deterministic
latency on Ethernet-based networks, and IETF had established the DetNet Working Group in 2015 to achieve
deterministic transmission at layer 3 of WANs.
Since R15, 3GPP has deﬁned a series of 5G technical functions to meet deterministic communication requirements of
services. They also enhanced the air interface, core network, networking and integration, and SLA assurance architecture in many aspects.

R15

R16

R17

enhanced

URLLC

enhanced

MEC

enhanced

TSN / IIOT
5G-LAN

enhanced

Network Slicing

QoS Monitoring
NPN

enhanced

Dedicated

DIY

Figure 3 3GPP deterministic technology progress

3GPP R15 deﬁned the URLLC service and this service is enhanced in R16 for commercial deployment. The enhanced
URLLC can prominently shorten the service latency on the access and core networks and improve network reliability.
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In addition, 3GPP deﬁnes 5G network slicing and works with ETSI to unlock the potential of MEC. Network slicing
allows services to use dedicated resources, which prevents interference between services and helps guarantee
differentiated SLAs. Vertical industries can leverage MEC together with network slicing on carrier networks to quickly
deploy their private networks, reducing the cost of network construction. Moreover, MEC helps secure enterprise
data, shorten latency, and cut data transmission costs because it is deployed closer to industry users.
3GPP R16 combined 5G with existing industrial networks, deﬁning capabilities for 5G to interconnect with existing
industrial TSN networks. Additionally, R16 proposed 5G LAN, which directly supports existing Ethernet layer 2
networking, mitigating the need to adapt the layer 2 data packets to layer 3 and shortening the transmission
latency.
Though 5G is penetrating into a wide range of vertical sectors, it still needs to be strengthened to ensure deterministic service experience. During this process, the following issues must be addressed:
1. A complete deterministic networking architecture is required to ensure that deterministic requirements can be
satisﬁed and 5G deterministic networks can be independently deployed.
At present, deterministic capabilities have been enhanced by multiple cutting-edge technologies, but a complete
architecture ensuring E2E deterministic SLAs/KPIs is still unavailable. In addition, 3GPP R16 deﬁned the architecture for 5G to interconnect with existing TSN networks. However, this architecture greatly relies on the external
TSN environment and cannot work independently.
2. Deterministic service requirements are not the same as 5G network capabilities.
SLAs and network KPIs do not cover everything that is required under the deterministic networking ideal. As such,
verticals and communication service providers are left out of the loop in some aspects, and networks cannot
accurately satisfy deterministic service requirements of many industries.
3. An E2E system design is required to improve deterministic network capabilities as a whole.
Currently, RAN, TN, and CN function separately to deliver a certain degree of deterministic capabilities. But these
domains, and the network and applications require a far more efficient mechanism for coordination if we want to
maximize capabilities of the whole network.
4. Data collection and KPIs are not reﬁned enough to mirror deterministic capabilities offered by a network and
to facilitate accurate problem identiﬁcation and network optimization.

2

Network Architecture

5G network slicing provides a basic framework to guarantee SLAs. This framework involves several management
actions including everything from requirement collection to slice deployment. It streamlines network domains to
help them implement E2E network slicing, and visualizes SLAs for easier management.
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3GPP needs to integrate 5G with diverse deterministic technologies to build a deterministic networking architecture
that can assure E2E SLAs. This architecture must support independent deployment of deterministic networks which
do not rely on external factors. In addition, this architecture should be compatible with the deterministic technologies used in each network domain, and even schedule these network domains to enhance the deterministic capabilities of the entire system.
Deterministic network capabilities can be optimized through a closed-loop system comprising of four parts: network
design and deployment, capability scheduling, SLA assurance, as well as performance measurement and analysis.

Network design and deployment

Capability scheduling

Performance measurement and analysis

Figure 4 Closed-loop system for enhancing deterministic network capabilities

Deterministic networking architecture can be divided into three layers: deterministic service management, deterministic network capability scheduling and control center, and network performance assurance and measurement.
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Figure 5 Deterministic networking architecture
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Deterministic Service Management
Networking slicing is gaining popularity among industries and gradually ﬁnding its way into industry practices.
Furthermore, operators are advancing their deployment, operation, and management capabilities with the support
of the CSMF and NSMF. Vertical sectors can employ operator service platforms which are constructed based on the
CSMF and NSMF or develop a dedicated self-service platform with the capabilities provided by operators. With
these management systems, operators and verticals can input their service requirements, manage technologies such
as network slicing, 5G LAN, and MEC, and use functions such as KPI and alarm monitoring.
Design and deployment capabilities are indispensable for deterministic services. With these capabilities, vertical
industries can deﬁne and input their SLA requirements and map requirements to KPIs. Deterministic services can
then be provisioned to each network domain and will ultimately be managed through uniﬁed lifecycle management. However, before inputting these SLA requirements, it is necessary to provide real-time simulation and
prediction capabilities to evaluate them.
Network slice management NFs can be enhanced to manage deterministic services. Deterministic networks are built
based on network slicing. Most private networks (for example, public network integrated non-public networks)
need to meet differentiated service requirements and ensure SLAs of services with higher priorities, which cannot be
achieved without network slicing. In addition, 3GPP has deﬁned a network slice management framework. The
framework comprises the CSMF for service access, NSMF for cross-domain network slice lifecycle management and
design, and NSSMF for RAN/CN slice management and design. The deterministic networking architecture can
leverage these for management across domains. In addition, the development of slicing-capable devices is well
underway, mitigating the need to build a new device ecosystem. In this way, operators and industries can continue
using existing management systems to support deterministic networking architecture by making small enhancements to the systems.

Mapping SLA Requirements to Network KPIs
After receiving SLA requirements from a network slice tenant, the operator needs to map the SLA requirements to
each network domain using the processes and templates deﬁned by 3GPP. The SLA requirements include information such as latency, bandwidth, maximum concurrent connections, communication service availability,
uplink/downlink data rate supported by the network slice, uplink/downlink data rate supported by UEs, maximum
data packet size and concurrent sessions supported by the network slice, user density, proportion of active UEs, UE
mobility, jitter, transmission reliability, service survival time, and maximum uplink/downlink data volume. The SLA
requirements for each network domain are converted into network KPIs.
However, the speciﬁcations require constant optimization to better satisfy deterministic requirements.
1. The network requires service availability. However, the speciﬁcations deﬁne availability only from the
perspective of transmission latency, whereas bandwidth and positioning are also paramount to service availability, and related SLA requirements and network KPIs need to be supplemented.
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2. Measurement periods vary depending on industry service requirements and the KPIs must adapt. For example,
the measurement period of industrial automation control services may range from hundreds of milliseconds to
less than 1 millisecond.
3. New deterministic indicators are required, such as those related to prompt delivery. For example, coordinated
control of mobile robots requires a benchmark latency of 10 ms, and the upper and lower deviations cannot
exceed 25% of the benchmark latency. It is expected that 3GPP speciﬁcations add KPIs to describe latency
requirements of such services.

Deterministic Network Capability Scheduling and Control Center
Deterministic network capabilities are boosted through technologies such as URLLC, network slicing, MEC, and TSN.
It is important that the deterministic networking architecture is capable of scheduling and controlling these deterministic network capabilities in a centralized manner. To achieve this, we must implement the following:
- Improve service awareness and scheduling methods.
The deterministic network capability scheduling and control center can perceive multiple service ﬂows and
therefore build service awareness for associated data ﬂows. With service awareness, the scheduling and control
center can implement inter-ﬂow and intra-ﬂow scheduling, as well as inter-service scheduling. This works for not
only periodic services but also non-periodic services.
- RAN, CN, TN, and network applications must escape from their limitations as individual domains to improve
the deterministic capabilities of the entire network.
Deterministic technologies involve RAN, CN, TN, and network applications. The management plane decomposes
SLA requirements and maps them to each network domain. These network domains then ensure their own
deterministic capabilities using different technologies. There is currently no in-depth coordination between these
domains.
The air interface is susceptible to environmental interference, and latency is often at odds with reliability. The
deterministic capability scheduling and control center can establish multiple connections with terminals based
on their service features and importance, removing the reliability limitations of a single connection.
The deterministic capability scheduling and control center can coordinate applications with the network to
improve deterministic capabilities across the network. By monitoring service attributes, the scheduling and
control center can synchronize packet sending between the network and applications, thereby improving the
scheduling efficiency of networks (such as the RAN and CN). Even if the network encounters a problem, the
scheduling and control center can schedule packet sending per application with reverse scheduling and synchronization, achieving bidirectional synchronization between the network and applications. With this mechanism,
the network cannot only ensure a stable, low latency, but also free concurrent services from their bandwidth
shackles.
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Performance Assurance and Measurement
The deterministic network capability scheduling and control center improves the deterministic network capabilities of
RAN, CN, and TN through cross-domain collaborative scheduling. In addition, it collects data on network KPIs to
accurately monitor these KPIs and evaluate their fulﬁllment.
5G networks are capable of monitoring KPIs. However, KPI data measures averages within a measurement period,
and it is difficult to accurately monitor deterministic services that send packets once every millisecond or so. To
address such issues and optimize scheduling, the deterministic networking architecture must be able to accurately
measure KPIs related to latency, bandwidth, and jitter, and analyze the measurements in real time. The management
plane can also optimize resource allocation and generate alarms based on these measurements.

Key Technologies
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Chapter 3 Key Technologies
5GDN leverages multiple technologies to realize the 3D service capabilities (differentiated capabilities, dedicated
networks, and DIY operations) deﬁned in the 5GDN Industry White Paper. This chapter describes key 5GDN technologies used to schedule resources on demand and assist in cross-domain coordination. Besides current 3GPP achievements, this chapter also looks into 3GPP proposals for enhancing these technologies.

1

Network Slicing

As described above, 5GDN can be managed on network slice basis. Network slices are harnessed by the 5GDN and
are mandatory for providing services to customers. They are a combination of different deterministic technologies
and functions, tailored to meet SLA requirements. Network slice resources are dedicated to the services they serve
and are isolated to ensure service security. For example, individual services in a campus access the public network;
application data and signaling are not transmitted out of the campus network; access to enterprise applications is
controlled.
An E2E network slice comprises UE, RAN, CN, and TN. RAN, CN, and TN slices provide different technologies to
satisfy isolation requirements in a wide range of scenarios. These network slices also take security measures to
safeguard personal data.

An RAN slice supports several resource isolation technologies, such as QoS resource scheduling,
RB resource reservation, carrier isolation, and isolation of physical devices. These technologies
provide increasing levels of isolation (from loose to extreme) in the order they are listed. Of
course, with increased isolation comes increased cost.
QoS scheduling is applied when RB resources are shared among services. RAN devices schedule
RB resources according to service requirements. However, when network congestion occurs, SLAs
Resource
Isolation
on the RAN

cannot be guaranteed for high-priority services.
RB resources can be reserved either dynamically or statically. The difference between these two
reservation modes lies in whether the reserved resources can be used by other services when the
resources are not occupied.
Carrier isolation allows each network slice to use dedicated carrier cells to provide even higher
levels of isolation; however, it is more expensive than the previous two isolation technologies. To
go even further and achieve absolute isolation of RAN resources, deploy dedicated RAN devices
for the customer or service. Of course this comes with the highest construction and maintenance
costs.
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At present, the 5GC leverages NFV technologies that give it ﬂexible and diversiﬁed isolation.
First, the 5GC consists of multiple NFs. You can conﬁgure different isolation policies to meet the
requirements of different services. For example, you can conﬁgure all services to share NF
resources and isolate these resources by dividing network slices. You can also conﬁgure all
Resource
Isolation
on the CN

services to share certain NF resources and allocate dedicated resources (such as gateway resources) for these services. Alternatively, you can conﬁgure all services not to use any shared NF
resources and only use dedicated resources.
In some cases, resources provided by a single NF must be isolated. The ﬁrst way to achieve this is
by conﬁguring HAs. Or, you can isolate virtual resources and services in this NF. The former
method provides higher isolation, but hardware resources cannot be scheduled ﬂexibly, increasing
costs. The latter method isolates logical resources within the NF, improving the resource utilization rate.

There are two methods to isolate TN resources virtually or physically. By virtual isolation we
mean conﬁguring VPNs and QoS levels to isolate resources on a physical TN. FlexE/MTN interface
Resource
Isolation
on the TN

isolation or MTN cross-connect isolation can be used to physically isolate resources.
FlexE/MTN interface isolation schedules resources based on timeslots and divides a physical port
into multiple isolated pipes. This ensures deterministic latency even when the network is heavily
loaded.

Network slices, to some extent, isolate services and therefore restrict service access by unauthoSafeguarding
Service Access

rized users. With DNN authentication introduced in 3GPP R15 and CAG and secondary authentication of network slices introduced in 3GPP R16, users can access speciﬁc network slices or
speciﬁc services once authorized.
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2

MEC

MEC allows operators to deploy UPFs closer to users, enhancing local connectivity, reducing latency, and offering
compute resources for industry applications.
MEC brings the following beneﬁts to 5GDN:

•

Flexible traffic distribution
An MEC node supports many different scenarios with its traffic steering policies, reducing the
roundabout of data ﬂows when mobile subscribers access an application. In this way, latency is
signiﬁcantly reduced and data ﬂows are safeguarded. If MEC is used for bandwidth-hungry
services, the transmission path can be shortened, reducing the transmission cost and decreasing jitter and congestion. In addition, an MEC node can steer traffic based on UE location, user
attributes, service types, target DNNs, and other factors. For example, when an enterprise user
attempts to use an Internet service, an MEC node steers the data ﬂow to the public network.
On the other hand, when the subscriber attempts to use an internal enterprise application, the
data ﬂow is locally processed on the campus network.

•

Enhanced computing
Industry applications are deployed on MEC nodes and allocated with unique DNNs. Applications are deployed close to traffic distribution nodes, simplifying application and network
deployment and reducing hops between applications and traffic distribution nodes. MEC nodes
and the scheduling center collectively schedule and allocate resources based on service
contents.

•

Improved service availability
The location of MEC nodes depends on security, latency, and cost requirements of services.
Equipment rooms in the central DC provide sufficient resources. MEC nodes deployed in the
central DC can provide services on public networks, as well as HD video, VR, WAN services, and
some campus services. Furthermore, MEC nodes deployed on campus networks can process
data locally, reduce service latency, and save bandwidth resources. Therefore, they are ideal for
providing services requiring solid security, low latency, or high bandwidth, such as campus
video analysis, industrial vision-aided inspection, industrial control, and smart stadium applications.
Some services pose high requirements on network availability. For example, if an MEC node
providing underground services at a coal mine is disconnected from the public network, the
consequences could be serious. In this case, MEC nodes must be enhanced to continue providing services even when they are disconnected from the public network.

Key Technologies
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5G Service Awareness and Assurance

To improve deterministic network capabilities, 5G networks must constantly improve their service awareness. The
gateways on the existing network are responsible for perceiving application service ﬂows and protocols, based on
which the gateways identify the service types and implement corresponding services such as the sponsored traffic
package. However, this mechanism is not precise enough for highly deterministic services and cannot meet latency
requirements for scheduling network resources.
3GPP R17 is planning to use an interface between applications and 5G core networks for periodic service awareness.
In this case, industry applications can periodically notify the networks of service information, such as service active
duration, burst data volume, and expected data sending time. With this information, 5G core networks can improve
resource scheduling efficiency and reduce the latency overhead caused by scheduling delay.
Multiple service ﬂows coexist in practice, for example, during industrial automatic control, and conﬂicts are likely to
occur during scheduling of timeslots. To ensure services can be scheduled ﬂexibly in complex service scenarios,
service awareness and collaboration between networks and applications need to be further improved.
First, the service awareness mechanism used between the network and applications or devices should be further
enhanced. Service-level awareness capabilities can be enhanced by improving the identiﬁcation of relationships
between service ﬂows. Data ﬂows that are closely related are generated in media services or industry applications.
For example, data ﬂows streamed from multiple cameras during live broadcast, and control and video ﬂows during
remote control of gantry cranes are bound by time.
Collaboration between networks and applications can be further improved with enhanced service awareness.
Originally, networks were adapted to applications. Now, the network and applications can be adapted to each other.
The 5G network calculates when data packets arrive at the RAN and UPF based on service characteristics and
network latency and instructs the RAN and UPF to schedule resources thusly. This is an adaptation made by the
network to meet application requirements. And this alone cannot avoid the network congestion caused data ﬂow
bursts. To address this issue, applications must also be able to adapt according to network conditions. For example,
the scheduling control center might schedule the time when applications send data packets.
This method not only assures deterministic latency, but addresses the issue caused by excessive upstream data
packets.

4

5G Cross-domain SLA Assurance

The RAN, CN, and TN adopt different technologies to assure SLA. For example, the RAN uses PDCP to improve
reliability of the air interface, and the CN schedules queues to reduce service latency. What's more important is that
the RAN, CN, and TN collaborate to ensure E2E SLA for industry applications. In particular, real-world network
conditions are complex, posing great challenges to transmission latency and reliability. Therefore, the RAN and CN
must strengthen SLA together. For example, transmission through the RAN is easily affected by the surrounding
environment, and stability and latency of transmission over air interfaces are typical deterministic requirements.

15
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To this end, the 5GDNA has proposed methods for improving deterministic data transmission over multiple paths.
The network scheduling control center establishes two connections between the core network and devices and
dynamically manages these connections based on service characteristics and their importance. The outcomes prove
that dual-connection transmission can signiﬁcantly improve transmission reliability, reducing retransmissions over air
interfaces, and decreasing transmission latency.

5

Real-time, High-precision QoS Monitoring

Data packets sent during industrial automation control services require millisecond-level precision or higher. Therefore, the network must be able to collect packet statistics within a very short period of time.
3GPP R16 deﬁned the QoS monitoring mechanism for latency-related KPIs on 5G networks. In this mechanism, the
CN derives latency from the UPF to RAN and from the RAN to the UE, based on which the CN calculates the latency
from the CN to the UE. However, this QoS monitoring mechanism can only reﬂect the average latency experienced
by data packets and cannot identify unforeseen service exceptions, failing to meet the high deterministic requirements posed by industrial applications.
Therefore, the QoS monitoring mechanism needs further enhancement. The RAN must be able to measure latency
of data transmission with the millisecond-level precision.

6

Coordination Between 5G and Industrial Networks

It takes a long time for industry applications, especially industrial networks to fully adopt 5G. The key issue that
must be addressed by 5G is how to be compatible with and integrate into existing industrial networks.
First, this white paper recommends that the 3GPP-based 5G deterministic network architecture be established to
support industrial networks. The TSN-based industry network can also use the architecture deﬁned in 3GPP R16 to
interwork with 5G networks. In the future, 5G networks must be able to interwork with other types of industrial
networks.
Second, because industrial networks use layer 2 networking, the 3GPP R16 deﬁned 5G LAN service can be used to
facilitate access to and communication with 5G networks. The 5G LAN solution eliminates the need to deploying
devices to convert between L3 and L2 protocols, thereby reducing latency and simplifying networking.
The 5G LAN solution does not only apply to industrial networks, but also to campus networks. If devices that are far
apart need to form a LAN, the SMFs must support the 5G LAN solution.

Summary and Expectations
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Chapter 4 Summary and Expectations
5GDN is the future of 5G networks. This white paper aims to improve the deterministic network architecture and
continuously enhance deterministic network capabilities to ﬁt in more service scenarios.
As one of the 3GPP MRPs, 5GDNA hopes this white paper can act as a reference for the development of 3GPP
standards.
Continuous elevation of 5GDN capabilities into the future will not be an easy task. In the hopes that it will prove useful
for commercial deployment, the following ﬁgure provides a three-phase estimate of how 5G construction will progress, along with typical scenarios, SLAs, 3GPP speciﬁcations and expectations for each phase.

Phase 2:
Phase 1: Now

5G Evolution

Infant 5GDN on the LAN

IT and telecommunications services,
smart power transformation and
distribution, applications assisting
production, and not for production

Positioning accuracy: meter
Uplink bandwidth: 50Mbps
Latency: 20 ms
Availability: 99.9%

5GDN on the LAN

Distributed smart grid distribution and
transformation applications such as
differential protection, process
automation and monitoring, auxiliary
applications meeting more strident
requirements and providing industrial
control in limited areas

Positioning accuracy: centimeter
Uplink bandwidth: 500M-1Gbps
Latency: 5 ms
Availability: 99.999%

Figure 6 Milestone of 5GDN commercial use

Phase 3:
Beyond 5G/6G

5GDN on the WAN

Providing key functions for production
automation, integrating with OT and
V2X applications

Periodic & deterministic communications
Ultra-low latency: < 5 ms
Ultra-high availability: 99.9999%
Clock synchronization accuracy: μs
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References and Abbreviation
References
The latency, jitter, and packet loss any given Ethernet network will experience is difficult to determine, let alone
control. To eliminate these uncertainties, IEEE had set up the TSN Task Group in 2012 to provide deterministic
latency on Ethernet-based networks, and IETF had established the DetNet Working Group in 2015 to achieve deterministic transmission at layer 3 of WANs.
Since R15, 3GPP has deﬁned a series of 5G technical functions to meet deterministic communication requirements of
services. They also enhanced the air interface, core network, networking and integration, and SLA assurance architecture in many aspects.

Abbreviation
Acronym

Full Name

5GDN

5G Deterministic Networking

AR

Augmented Reality

CAG

Closed Access Group

CN

Core Network

CSA

Communication Service Availability

CSMF

Communication Service Management Function

DIY

Do It Yourself

DNN

Data Network Name

DTU

Distribution Terminal Unit

FlexE

Flexible Ethernet

IIoT

Industrial Internet of Things

KPI

Key Performance Index

LAN

Local Access Network

MEC

Multi-access Edge Computing

MTN

Metro Transport Network

NFV

Network Function Virtualisation

NSMF

Network Slice Management Function

NSSMF

Network Slice Subnet Management Function

PDCP

Packet Data Convergence Protocol

PLC

Programmable Logic Controller

QoS

Quality of Service

RAN

Radio Access Network

RB

Radio Block

SLA

Service Level Agreement

TDM

Time Division Multiplexing

TN

Transport Network

TSN

Time Sensitive Network

UPF

User Plane Function

uRLLC

Ultra Reliable Low Latency Communication

VNF

Virtualised Network Function

VR

Virtual Reality

OT

Operational Technology

V2X

Vehicle-to-everything

AGV

Automated Guided Vehicle

