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ASTRIDE
ASVS
BSIMM
CERT
CloT
CWE
DC

DN
DDoS
DoS
DTLS
EAP
EAP-AKA
eMBB
ETSI
GDPR
GSMA
HCS
ICSL
IMSI
loT

IPD
IPDRR
IPsec
IPX
MEC
MEP
mMTC

5G Authentication and Key Agreement
Application Programming Interface

Application Security Control

Advanced STRIDE

Application Security Verification Standard
Building Security In Maturity Model
Computer Emergency Response Team
Cellular Internet of Things

Common Weakness Enumeration

Data Center

Data Network

Distributed Denial of Service

Denial of Service

Datagram Transport Layer Security

Extensible Authentication Protocol

EAP Authentication and Key Agreement

enhanced Mobile Broadband

European Telecommunications Standards Institute
General Data Protection Regulation

Global System for Mobile Communications Association
Harmonized Communication and Sensing
Independent Cyber Security Lab

International Mobile Subscriber Identity

Internet of Things

Integrated Product Development

|dentify, Protect, Detect, Respond and Recover
Internet Protocol Security

Internet Packet Exchange

Mobile Edge Computing

Multi-access Edge Platform

massive Machine-Type Communications
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TEREE
NSA
NESAS
NFV

NIST CSF

OAuth
ONF
OpenSAMM
0SS
OWASP
PIA
PNI-NPN
PSIRT
RB

RTBC
SA

SANS
SBA
SCAS
SCTP
SEPP
SOC

SS§7

STRIDE

SUPI
TLS
UcBC
UE
UPF
URLLC
VM

Non-Standalone
Network Equipment Security Assurance Scheme

Network Functions Virtualization

National Institute of Standards and Technology Cybersecurity

Framework

Open Authorization

Organization Normative Framework

Open Software Assurance Maturity Model
Operations Support System

Open Web Application Security Project
Privacy Impact Assessment

Public Network Integrated—Non-Public Network
Product Security Incident Response Team
Radio Bearer

Real-Time Broadband Communication
Standalone

SysAdmin, Audit, Network, Security
Service Based Architecture

Security Assurance Specifications

Stream Control Transmission Protocol
Security Edge Protection Proxy

Service Operations Center

Signaling System No. 7

Spoofing, Tampering, Repudiation, Information Disclosure, Denial

of Service, and Elevation of Privilege
Subscription Permanent Identifier
Transport Layer Security

Uplink Centric Broadband Communication
User Equipment

User Plane Function

Ultra—-Reliable Low-Latency communication

Virtual Machine
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[1] 3GPP TR 33.899: "Study on the security aspects of the next generation system",
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3045

[2] 3GPP meetings for group S3

https://www.3gpp.org/dynareport/Meetings—-S3.htm?Itemid=451

[3] GSMA Network Equipment Security Assurance Scheme (NESAS),
https://www.gsma.com/security/network-equipment-security-assurance-scheme/

[4] GSMA 5G Cybersecurity Knowledge Base,
https://www.gsma.com/security/5g-cybersecurity-knowledge-base/

[5] 3GPP TS 33.501: "Security architecture and procedures for 5G System",
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specification|d=3169

[6] 3GPP 5G Security: http://www.3gpp.org/news—events/3gpp—news/1975-sec_5g?from=timeline
[7]3GPP TR 33.875: “Study on enhanced security aspects of the 5G Service Based Architecture (eSBA)”
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specification|d=3845

[8] 3GPP TR 33.853 : “Study on key issues and potential solutions for integrity protection of the User Plane
(up)”
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3571

[9] 3GPP TR 33.861: “Study on evolution of Cellular Internet of Things (CloT) security for the 5G System”
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specification|d=3480

[10] 3GPP TR 33.825: Study on the security of Ultra—Reliable Low-Latency Communication (URLLC) for the
5G System (5GS)
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specification|d=3548

[11] 3GPP TR 33.813: “Study on security aspects of network slicing enhancement”
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3541

[12] 3GPP TR 33.857 :  “Study on enhanced security support for Non-Public Networks (NPN)”
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specification|d=3764

[13] 3GPP TS 33.535: “Authentication and Key Management for Applications (AKMA) based on 3GPP
credentials in the 5G System (5GS)”
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specification|d=3690
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