
Digitalization Trends in the Electric Power Industry 2030



Carbon peak and neutrality are China's national strategic goals. To achieve them, a new power system that uses 

new energy as the primary energy source is absolutely crucial. 

China's electric power industry accounts for about 40% of the country's total carbon emissions. As such, it will be 

elemental to achieving carbon peak and neutrality, facing heavy tasks and significant responsibilities. In addition 

to ensuring a secure and stable power supply, the power system must accelerate its emission reduction. Thus, it 

is urgent to develop renewable energy, improve energy efficiency, and digitalize the power system.

A new power system that integrates electricity and computing will be the driving force behind the industry's 

transformation. Prioritizing new energy sources will profoundly change the modes, characteristics, and 

mechanisms of traditional electric power systems. Power generation, grid, load, and storage will need to be 

converged, forming a system that features a large power grid + active power distribution network + micro power 

grid. In addition, a powerful software platform based on digital data will need to deliver the necessary computing 

power. The new software-defined power system will integrate information, computing, and sensing technologies 

with control theories, AI, and the Internet. Ultimately, we will shift toward digital, information-based, and 

intelligent transformation. In this way, a visible, perceptible, and controllable transparent power system will be 

established.

Under these circumstances, power consumption of terminals is greatly improved. In addition to direct use of 

electricity, it can be converted into other forms of energy, implementing wide-area electrification. Therefore, 

boundaries of traditional power grids and industries are broken. Various industries interact with the electric 

power field to form a new energy ecosystem that features flexibility, openness, interaction, cost-effectiveness, 

and sharing. The resulting power system can be intelligent, secure, reliable, green, and efficient.

Electric Power Digitalization 2030 lays out a blueprint for building a digital twin of the power system through 

the in-depth integration between digital and electric power technologies. The book analyzes six core service 
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scenarios: digital green power plant, digital inspection of power grids, multi-source self-healing network, 

multi-energy collaboration and complementation, cross-domain power dispatching, and green and low-

carbon enablement. To support these scenarios, the authors draw on four key technological areas: digital edge, 

ubiquitous communication network, computing power & storage, and algorithm & application. The book also 

describes the necessary features for digital power technologies, which include green network, security and 

reliability, ubiquitous sensing, real-time network connection, endogenous intelligence, and service openness. 

Ultimately, this book recommends that an open, efficient, and intelligent electric power digital engine be 

built based on cloud-edge collaboration. This type of architecture will support and drive electric power system 

transformation, accelerate new energy consumption, and promote the achievement of carbon peak and 

neutrality goals.

Electric Power Digitalization 2030 draws on extensive expertise in relevant technologies, best practices and 

lessons learnt, and an in-depth understanding of the power industry to develop a detailed plan for electric power 

digitalization 2030. It also quantifies the objectives of digital development, making them more attainable. It is 

practical and forward-looking, meant to serve as a reference guide for the development of the electric power 

industry and cross-industry collaboration.



Green development is key for the future of our planet. Looking to achieve carbon peak and neutrality, countries 
and regions around the world, including China, the European Union (EU), and North America, have all released 
strategic initiatives to transform their energy structure through low-carbon energy, electrification, networking, 
and intelligence. In this fight toward a greener future, energy is the main battlefield, electric power is the 
main force, and digitalization is the key. 

The US is planning an IntelliGrid and the EU is on building a SmartGrid. Leading electric power enterprises in 
China also have the vision of building digital power grids. These new grids will support the reliable, flexible, 
and economical transmission of power and information flows. They will assure secure and stable network 
communication and system control along with comprehensive data integration and digital monitoring. The grids 
will also enable free power trading and distributed power access, facilitating the interaction between power grids 
and users.

The ultimate goals of digitally transforming electric power are to ensure efficient and stable operations, 
improve energy efficiency, and eventually achieving carbon peak and neutrality goals. By connecting the 
physical world with the digital space, device information and production processes in the power system are 
converted and expressed in a digital way. Essentially a digital mirror of the power system is built in the virtual 
world. What used to be virtual-physical mapping will evolve toward the in-depth interaction between the 
physical and the digital, resulting in a digital twin of the entire power system. In turn, the power digital 
twin will enable security and intelligence. Right now, clean energy, such as wind and solar power, can be 
intermittent and random, resulting in discrete distribution and uncontrollable fluctuations. Based on large-scale 
interconnection and dispatching, the digital twin will also facilitate efficient development and utilization of clean 
energy.

To create the power digital twin, power electronics and digital technologies need to be deeply integrated. For 
this, we need to build a more open, efficient, and intelligent digital platform for low-carbon development using 
digital technologies. We must also drive standardization of the electric power industry, including communications 
and control, and promote the interconnection of power system devices, thus embedding intelligence into the 
industry. As for the entire process from power generation, transmission, and transformation, to distribution and 
use, we should continuously create ICT value for connection, computing, and intelligence and build a modern 
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device asset life cycle management system, so as to reduce power asset operation risks, prolong service life, and 
improve device security and operational efficiency. Then, we need to provide an all-round energy consumption 
service system for customers to recommend the optimal power consumption solution, maximizing energy 
utilization and reducing energy waste. Also, a new dispatching control support system is required to improve 
flexibility and stability of the power system, enabling generation-grid-load-storage interaction and overall 
efficient energy utilization. In addition, a new electric power trading system is necessary to make electricity 
become commodities. Green power trading is an important means to achieve carbon peak and neutrality and 
promote clean energy consumption.

Ongoing innovation in digital technologies will drive sustainable development. Our research shows that by 
2030, over 95% of terminals deployed by industry-leading digital electric power enterprises will be connected 
to the network. Cloud penetration and edge intelligence adoption will exceed 60% and the reliability of electric 
power communication will reach 99.99999%. Electric power digitalization will feature green network, security 
and reliability, ubiquitous sensing, real-time network connection, endogenous intelligence, and service 
openness. Unlike the rigid systems of the past, power supply and demand will become more flexible.

The future of electric power digitalization is full of possibilities and challenges. Traditional electric power 
enterprises (such as power generation companies and power grid operators), new businesses (such as electric 
vehicle vendors), technology enterprises, campus operators, and platform service providers must work together 
toward generation-grid-load-storage transformation. Let's explore and innovate together to build electric 
power digitalization 2030.

Executive Director of the Board, 
Chairman of ICT Infrastructure Managing Board, Huawei
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Digitalization Trends in the Electric Power Industry 2030

Today, green and low-carbon development is now 

a trend. Many countries regard the development of 

green and low-carbon industries as an important 

measure to promote economic restructuring. The 

deployment of green and low-carbon infrastructures is 

also accelerating across the world. In September 2020, 

China vowed to reach the peak of carbon dioxide 

emissions by 2030 and strive to achieve the dual-

carbon goals of carbon peaking and carbon neutrality 

by 2030 and 2060 respectively. The US is pushing 

for a $555 billion clean energy program, to increase 

investments in key domains such as infrastructure 

and clean energy and subsidize electric vehicle (EV) 

buyers and households with solar roofs. The EU plans 

to invest 350 billion euros each year from 2021 to 

2030 to promote EVs and public transportation to 

achieve emission reduction targets. Germany has 

vowed to abandon fossil fuels by 2035 and planned 

Introduction

to accelerate the construction of renewable energy 

infrastructure such as wind and solar energy to 

achieve 100% renewable energy supply.

To fulfill the green development goals, the energy 

industry — especially the electric power sector— 

will play a vital role. By continuously improving the 

electrification rate of terminals, we can effectively 

reduce the dependence on traditional fossil fuels 

and improve the penetration of high-quality electric 

power. New energy represented by photovoltaic (PV) 

power and wind power will play an important role.

With the continuous increase of installed new energy 

capacity, a high proportion of renewable energy will 

lead to a high proportion of electric and electronic 

devices on the power system. On the grid side, 

energy resource allocation will be highly elastic. 

On the load side, electrified energy consumption is 
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highly interactive due to the bidirectional and multi-

source feature. On the transaction side, local low-

carbon energy supply will make the cost of energy 

consumption lower. On the operation side, various 

energy systems will be highly integrated based on 

digital twins.

In 2030, the continuous development and in-depth 

application of electric power digital technologies will 

become a key success factor for the upgrade of power 

systems, helping them better adapt to and cope with 

the trend of 'four highs and one low'. In the future, 

driven by the new digital engine of electric power 

digitalization, power systems will become greener, 

and more secure, efficient and friendly, better serving 

industries and households.
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The electric power industry is undergoing profound 

transformation. In the future, the power system will 

experience two important changes, which specify the 

basic direction for the development and application of 

digital power technologies.

Green energy structure
From the perspective of power supply, with the 

deepening execution of 'dual carbon' policies, the 

demand for new energy investment and construction 

will continue to grow rapidly. In the future, more 

large-scale wind and solar power bases and 

Background of electric power 
digitalization

Chapter 1 
Background and Objectives of Electric 
Power Digitalization

distributed new energy devices will be built and 

deployed to gradually replace traditional energy 

power plants, promoting the transformation of the 

energy structure from being centered on traditional 

energy to relying mostly on new energy.

Take China as an example. Most of the new energy 

bases are distributed in areas with low population 

density and power load, such as western and northern 

China. The demand for energy mainly comes from 

densely populated areas in eastern and southern 

regions. North America also faces the same problem. 

The distribution of wind and solar power resources 

also contradicts with economic distribution. Therefore, 

compared with traditional energy sources, large-scale 

new energy bases will need to transmit electricity over 
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The ultimate goal of digital transformation and 

development of the electric power system is to 

absorb more green and low-carbon electric power 

Key objectives of electric power 
digitalization

a much longer distance. This places new requirements 

on the long-distance power transmission and 

consumption capabilities of power grids, and the 

construction and flexible operations of energy storage 

equipment. 

In addition, most EU countries are small in land 

area and can use existing resources nearby. A large 

number of distributed PV and distributed wind power 

devices emerge at the user side. These power supplies 

in the load system bring new challenges to the stable 

operations of the power distribution network.

Interactive power supply
From the perspective of electricity consumption, 

as the whole society deepens its understanding 

of sustainable energy development, consumers 

have more and more requirements for local energy 

consumption with higher reliability and lower prices. 

This will lead to the emergence of more and more 

distribution network-level distributed energy systems 

in the power system. The power supply mode will 

change from 'being centered on large power plants' 

to 'being centered on prosumers'.

As the original load-based distribution network 

system is gradually upgraded to the integrated source 

and load system, the power supply mode will be 

changed from "source with load, production plan-

led, unidirectional level-by-level power transmission". 

The transformation to "source-load interaction, 

aiming to consume more renewable energy, and 

two-way flexible allocation based on supply and 

demand changes" has taken place. Consumers will 

have greater autonomy and more choices for energy 

consumption. There will be a shift from passive power 

consumption to active power consumption, and 

new requirements for accurate prediction of power 

consumption requirements, flexible allocation of 

power resources, and resilient and balanced power 

distribution networks will emerge.
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represented by wind and light, promote efficient 

interaction between the source network and load 

storage, ensure efficient and stable operation of the 

electric power system, and improve energy efficiency, 

promote the realization of carbon peak and carbon 

neutrality.

We believe that there are five goals for the digital 

transformation of electric power:

Asset security and efficiency 
improvement
With the development of power grids, new energy 

power plants, distributed power supply, and electronic 

devices will gradually replace traditional outdated 

devices. However, the power industry is a traditional 

heavy-asset industry, so existing power assets still 

play an important role during the transformation. 

On the power generation side, traditional energy is 

still the main power source. Some large-capacity, 

high-efficiency, and low-consumption thermal power 

plants will remain the main power generation units 

in the foreseeable future. Thermal power units will 

also be responsible for peak-load modulation and 

frequency modulation and balancing the fluctuation 

of new energy output. On the power transmission 

and distribution side, the power transmission network 

consisting of a large number of AC and DC UHV 

power grid infrastructure is still the fundamental 

guarantee for cross-regional power transmission. 

In terms of incremental assets, pumped storage 

stations, compressed air, and electrochemical energy 

storage will be the key to implementing integrated 

coordination and interaction of power generation-

grid-load-storage. In the future, a large number of 

energy storage devices will be constructed and put 

into operations.

Therefore, with security as the core, the primary 

objective of electric power digitalization is to reduce 

the operation risks of power assets, prolong the 

service life, improve security and operation efficiency, 

and ensure the smooth power decarbonization 

transformation and secure and reliable power supply.

Grid connection of new energy
Compared with traditional energy sources, new 

energy supply features randomness, fluctuation, and 

intermittent performance. In addition, new energy 

sources have weak tolerance for extreme weather 

conditions. As a result, electricity production and 

current output face uncertain factors, causing voltage 

and frequency fluctuation and affecting the power 

supply reliability of power grids. In recent years, with 

the construction of large-scale new energy bases, 

there have been frequent curtailments of wind and PV 

power, as well as disconnection of new energy from 

power grids. New energy power generation and grid 

connection have become a key challenge to achieving 

low-carbon, green power supply.

Therefore, a series of methods, such as sensing, 

prediction, control, and dispatch, should be used 

to consume a high proportion of new energy from 

the power generation and load sides, and offset the 

fluctuation caused by new energy grid connection. 

This is the key for achieving carbon peaking and 

carbon neutrality goals. 

ower generation-grid-load-storage 
coordination and interaction
With the wide application of large-scale new energy 

facilities, distributed energy systems, and energy 

storage devices of different scales, there are no longer 

two fully matched curves between power production 

based on unpredictable natural resource availability 

and power consumption oriented to real-time user 

requirements, the supply and demand of electric 

energy are easily misaligned.

The application of digital power technologies 

aggregates various resources such as power supply 

and energy storage, and coordinates output and 
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optimizes control based on dynamic requirement 

changes to achieve load balancing in peak hours 

and improve the flexibility and stability of the 

power system. It is the core means to realize power 

generation-grid-load-storage coordination and 

interaction, and improve the overall energy utilization.

Market-oriented green electricity 
trade
In the past, the development of green electricity was 

mainly driven by government subsidies. However, to 

achieve sustainable green electricity development 

in the long run, we must trade electricity as a 

commodity on the market. Currently, the market-

oriented transaction of green electricity is still in the 

pilot phase. The transaction entities are diverse and 

the certification process is complex, posing potential 

risks such as high costs, difficult tracing, and easy 

tampering.

The application of digital power technologies allows 

power companies to voluntarily pay premiums for 

green power and stimulates the enthusiasm of various 

market players to proactively participate in green 

electricity transactions. As a result, green electricity 

trade will become a key driver for achieving dual-

carbon goals.

Low-cost and efficient energy consumption

The only way to achieve sustainable development 

is to build a resource-conserving and environment-

friendly society and generate more energy with fewer 

resources.

We can provide users with accurate energy 

consumption analysis, reasonable energy efficiency 

benchmarking, and optimal energy consumption 

plans to maximize energy utilization. This is an 

important way to improve energy utilization and build 

an efficient society.
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The entire industry is going decentralized, and 

terminal devices are being electrified. This trend 

drives the interaction among power generation, grid, 

load, and storage in the future power grid and breaks 

the traditional value chains. Instead of being load-

based and plan-driven, power generation, as well as 

the power supply-demand relationship, will be more 

flexible and random.

By developing and applying next-generation digital 

enablement technologies, such as digital edge 

and device (edge/device collection and control), 

ubiquitous network communication network 

Power digitalization blueprint

Chapter 2 
Scenarios of Electric Power Digitalization

(terrestrial and satellite communications), computing 

power and storage (cloud platform, cloud-edge-device 

synergy, space computing, and blockchain), and 

algorithm and application (AI, graph computation, 

and advanced analysis) we can further connect 

the physical world to the digital one. Digitalized 

presentation of device information, production 

process and other information of the power system 

builds a digital image of the system in the virtual 

space. A leap forward in the digital capabilities, such 

as digital monitoring, intelligent analysis, and digital 

and intelligent autonomy, accelerates the in-depth 

interaction between the physical and digital worlds, 

building a digital twin of the entire electric power 

system.
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Specifically, the electric power digital twin can be 

divided into three forms:

Digital surveillance
The purpose of monitoring is to comprehensively and 

accurately monitor the running process and status of 

power equipment assets in the digital space through 

ubiquitous sensing, high-speed communication, 

and platform storage, and dynamically monitor 

and diagnose device assets throughout the lifecycle 

based on multi-dimensional data. In this way, we can 

use bits to perceive watts in various scenarios. The 

establishment of perception networks and mechanism 

models is the basis for efficient digital monitoring 

of power systems. In addition, data interworking 

and ubiquitous IoT also require data encryption 

technologies to ensure information security.

Intelligent analysis
The purpose of intelligent analysis is to analyze, 

predict, and simulate future operation changes of 

generator sets, power transmission and distribution 

networks, and power loads based on the determined 

operation mode and mechanism rules, provide 

decision-making support for operation optimization 

and system control based on the existing system, 

and implement bit management watts in various 

power scenarios. Computing power and algorithms 

are core technologies for improving the accuracy of 

intelligent analysis of power systems. By constructing 

complex data models covering multiple domains 

and disciplines and simulating digital space, physical 

entities can be optimized and an effective closed loop 

can be formed.

Digital and intelligent autonomy
Based on cross-system and cross-module massive 

data interaction, adaptive and self-evolutionary 

complex algorithm models, and intelligent 

achievements shared by digital space, proactively 

identify the bottleneck of the current physical world 

running mode, issue decision-making instructions or 

propose predictive reconstruction plans to promote 
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in-depth interaction between the physical world and 

the digital space through decision-making autonomy 

and achievement feedback of the digital space, so 

that 'bits can add value to watts'. A massive amount 

Typical scenarios of electric power digitalization

of cross-system data needs to be exchanged and 

shared. Therefore, in addition to AI technologies such 

as advanced analysis, technologies such as blockchain 

and privacy computing are also the key.

Selection of typical scenarios
Judged by the value and technology maturity, electric 

power digital scenarios based on the power digital 

twin are classified into three types:

1. Current hot scenarios: The market scale of these 

scenarios is growing rapidly and mature digital 

solutions are available. Power enterprises can 

start their digital capability building from these 

scenarios.

2. Future focus scenarios: Power supply reliability 

and dual-carbon target achievement are two 

value points in these scenarios. However, we 

need breakthroughs in key energy and digital 

technologies to support the large-scale application.

3. Other scenarios: Other scenarios are either red 

ocean markets or those with vague business values. 

They are not discussed in this White Paper.

Figure 1: 2030-oriented digital twin of the power system
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Current hot and future focus scenarios are further 

analyzed, and six core business scenarios of electric 

power digitalization oriented to 2030 are formed:

Scenario 1: digital green power plant;

Scenario 2: Power grid digital inspection;

Scenario 3: multi-source self-healing distribution 

network

Scenario 4: multi-energy complementation

Figure 2: Power digital scenario evaluation model

Scenario 5: cross-domain power dispatching;

Scenario 6: green and low carbon enablement

Analysis of typical scenarios
Transforming to the 2030-oriented electric power 

industry, we have three focuses: security, efficiency, 

and environmental friendliness. To build the new 

power system, we are now faced with many 

challenges: secure power supply, lifetime extension of 

key devices, plant network operation efficiency, new 

energy consumption and transaction, etc.
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Figure 3: Key development and transformation challenges of the electric power industry

The core values and technologies of electric power 

digitalization in the six business scenarios of the 

future power grid are detailed as follows:

Scenario 1: digital green power plant

The power system is being reshaped, influenced 

and driven by environmental sustainability, energy 

security, and other factors. The key of the power 

system is shifting to new and distributed energy. 

Large-scale wind farms and PV plants will be the key 

to improving the proportion of green electricity in the 

entire power system. Large-scale new energy stations 

are geographically remote and sparsely distributed, 

and their yield is subject to weather and environment. 

Besides, the on-grid energy also depends on the 

consumption capacity of the large power grids. To 

improve effective energy yield, prolong the service life 

of devices, and adjust generated energy in response to 

the capacity of power grids, intelligent management 

is required in terms of device inspection, power plant 

O&M, and remote control.

In the management of future new energy power 

plants, digital power technologies will be applied to 

scenarios such as digital twins throughout the lifecycle 

of power plants, and remote centralized control 

based on cross-domain IoT, improving the intelligent 

management level of power plants.

E2E Digital Twin

The full-lifecycle digital twin of new energy power 

plants will cover three phases: planning and 

construction, planned production, and O&M. In the 

planning and construction phase, we can effectively 

promote project implementation through onsite 

digital twins. In the planned production phase, we can 

optimize production policies through digital twins. 

In the O&M phase, we can improve device status in 

time through digital twins for production devices. In 

the entire lifecycle, the digital twin of the production 

environment ensures asset and personal safety.

In the management of new energy power plants 

based on digital twins, edge side data collection 
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(including traditional production information 

monitoring and management systems and diversified 

sensor devices) has a certain foundation. How to 

effectively use accumulated massive data and fully 

explore the value of data assets is the key for new 

energy power plants to improve efficiency. Among 

them, spatial computing and machine learning will 

play an important role.

Key technology application 1: spatial computing 
and 3D modeling facilitate scenario simulation and 
improve efficiency

1. Full-cycle BIM support: In the planning and 

construction phase, based on device parameters, 

onsite images, and surrounding environment 

data, we can restore the construction site through 

space calculation and 3D modeling simulation, 

dynamically monitor and manage the entire project 

process based on the BIM model, as well as warn 

and analyze deviations from the planning, project 

construction risks, and security risks in order to 

ensure the project progress and quality.

At the same time, the BIM model not only 

guides construction, but also provides visualized 

management support for site production and 

operation, continuous upgrade and reconstruction, 

and device change and retirement through 

electronic handover, effectively solving the problem 

of cross-domain data silos and collaboration 

problems. It is worth noting that electronic 

handover not only improves the management 

efficiency of power plants, but also plays an 

important role in scenarios such as power grid 

construction and operations.

2. 3D dynamic security management: Displays the 

power plant panorama in 3D, monitors employees' 

locations and heights through electronic fences, 

and automatically triggers security warnings. 

In addition, based on the real-time monitoring 

results of key areas and danger sources, the system 

accurately identifies security risks, generates 

alarms in a timely manner, and automatically plans 

the optimal evacuation path when an emergency 

occurs to minimize the probability of security 

accidents and ensure personnel and asset security.

3. Immersive skill training and remote inspection: 

Use XR terminals to simulate device fault scenarios 

and provide high-quality immersive inspection and 

maintenance training for employees, effectively 

improving employees' professional capabilities and 

device maintenance efficiency. In addition, with 

the help of smart wearables, convenient remote 

expert inspection can be implemented, and the 

combination with device monitoring can further 

improve accuracy of device inspection.

Key technology application 2: Machine learning 
supports decision making and optimize operations 
for power plants

1. More accurate prediction of generated electricity: 

Different from the stable output of traditional 

energy, the features of new energy greatly increase 

the difficulty in formulating the new energy power 

generation plan. The production plan based on the 

historical data may deviate greatly from the actual 

situation.

Machine learning provides an effective solution 

for new energy power plant operators. Based on 

massive data such as historical weather conditions 

and historical output levels of new energy devices, 

learning and modeling are performed. Based 

on multi-dimensional variables such as weather 

forecast and actual device running parameters 

collected at the edge side, short- and long-term 

predictions on the future power output and energy 

yield of new energy devices can be developed. 

On one hand, this solution can provide decision-

making support for the formulation or adjustment 

of new energy power generation plans. On the 

other hand, it can optimize the operation strategy 

of new energy equipment based on the prediction 

results. In addition, the energy storage charging 
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and discharging policies can be flexibly adjusted 

based on the energy yield prediction result and 

power market price changes to maximize economic 

returns. 

2. More efficient self-operation control: Based on 

the dynamic monitoring results of edge devices on 

fan wakes and dust accumulation on PV modules, 

climate change, short-term energy yield prediction, 

and algorithm models and digital space simulation 

results obtained through machine learning, we can 

generate automatic control instructions for a single 

device based on the PV module tilt angle, fan 

blade speed and angle, and fan startup, shutdown, 

and output status to formulate optimal operation 

policies for new energy stations.

3. More timely device defect warning: Monitors the 

Remote intelligent and centralized control

Large-scale electric power enterprises face new 

challenges. On the one hand, new energy power 

plants are scattered in remote areas. The inspection 

costs of stations and devices are high, and the 

management of different power plants is relatively 

independent. As a result, the unification and 

Figure 4: Full-lifecycle digital twin operation mode of new energy power plants

running parameters of power generation devices, 

evaluates current and upcoming device defects 

based on the learning model of historical device 

defects and inspection and maintenance records, 

and generates warnings in time. Properly arranges 

off-peak inspection and maintenance to reduce 

unplanned shutdowns.

The digital twin of power plants based on space 

computing and machine learning can help new 

energy power providers implement virtual-physical 

interaction and closed-loop management throughout 

the lifecycle of power plants. Based on the current 

reflection and future prediction of digital space, the 

digital twin provides decision-making support and 

guidance for the physical world to take corresponding 

measures. Finally, the operation efficiency of the 

power plant is improved.

collaboration are insufficient. On the other hand, 

for cross-domain power plant investors, they also 

lack effective operation and management methods 

for self-built new energy power plants. By building 

and applying the cloud-edge synergy technical 

architecture, we can build a new energy power plant 

operations platform that supports remote, intelligent 

and centralized control. The operations platform can 
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algorithm models are required to quickly and 

accurately identify device faults or control and 

adjust device running in a timely manner. Modeling 

and machine learning are performed based on 

global device data resources aggregated on the 

cloud to form a global cognitive algorithm model. 

The algorithm model is deployed on smart edge 

terminals to function as the 'brain', achieving 

logical centralization and physical distribution. This 

way, precise analysis and efficient processing of 

edge data can be realized.

The cloud-edge synergy mode enables data 

convergence between power plants, supports 

model building, and improves edge data analysis 

and response capabilities through the deployment 

of smart edge terminals. In this way, new energy 

enterprises and power plant operators can implement 

cross-domain remote control and coordinated 

management through mobile terminals, shifting from 

'partial improvement' to 'global optimization'.

Best practice: real-time  monitoring and control of 
nearly 1,100 wind turbines and over 150,000 PV 
panels

Based on IoT and cloud-edge collaboration solutions, 

platform service supplier A in China provides services 

supporting features of edge computing, warning 

and prediction, domain synergy, and open source 

architecture. It helps customers monitor wind 

power and PV stations in a centralized manner and 

implement unattended operation through end devices. 

It helps customer automatically identify and predict 

the abnormal status of devices and maintain devices 

in stations based on their health status, reducing the 

OPEX by 20% while improving the yield by 10%.

Component-level sensing: Smart microphones are 

installed on the door frame of fan towers to monitor 

the swing sound and send warnings about of blade 

defects. All-round perception of key components 

of the drive chain, pitch yaw control, and other 

components makes device operation visible in real 

manage units across regions, effectively reduce the 

operating expense (OPEX) of the new energy power 

plant, and improve the operating efficiency.

Application of key technologies: cloud-edge synergy, 

bringing the value of three elements into full play

1. Ubiquitous IoT and data convergence: Ubiquitous 

IoT is the first step to achieve cloud-edge synergy. 

Currently, many device vendors have embedded 

various sensors in power devices or components. 

However, different vendors use different technical 

roadmaps, resulting in inconsistent standards 

and data silos. Therefore, an enterprise-level IoT 

cloud platform needs to be built to unify the 

data and communication standards collected by 

different devices, remove data barriers between 

devices in different power plants, and implement 

comprehensive data access, openness, sharing, 

and coordinated management. In addition, the 

processing and analysis of a massive amount of 

cross-domain data also depends on the support of 

more reliable low-latency network communication 

technologies.

2. Edge computing power improvement: Edge 

computing power improvement is the second 

step to achieve cloud-edge synergy. Storing and 

computing massive real-time data collected by 

various sensors on the cloud will deplete cloud 

resources and affect the timeliness of data 

processing. Once the network is faulty, the running 

of the entire station will be affected. By deploying 

smart edge terminals, computing resources on the 

cloud are flexibly allocated to the edge to support 

distributed computing. This not only improves 

the timeliness and response speed of local data 

processing, but also effectively avoids security risks 

caused by data transmission, achieving instant 

interaction and stability and security.

3. Moving core algorithms forward: Moving core 

algorithms forward is the third step to implement 

cloud-edge synergy. Based on edge data processing, 
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time. Fault-triggered inspection replaces component 

replacement.

Cloud-edge synergy: The latest edge computing 

technologies are used to process a large amount 

of data at the edge layer by means of direct device 

connection and preprocessing of station and device 

data, improving efficiency, reducing cloud load, and 

achieving high-caliber data accuracy. Through data 

standardization and integration, the cloud dynamically 

monitors and controls various operating indicators, 

and visually aligns the performance of each power 

plant to facilitate indicator assignment.

Machine learning: Based on deep learning about 

environmental factors' impact on energy yield, 5000-

core parallel computing is used to predict the energy 

yield. The average wind power prediction accuracy 

reaches 90%, which is 7% higher than the industry 

average, and the optical power forecast accuracy 

reaches 93%, which is 1% higher than the industry 

average. The deep learning earning results can 

provide reference and decision-making support for 

new projects.

Summary of the application of green digital 
technologies in digital green electric power plants 

Judging by the current application of key enablement 

technologies, most enterprises still construct and 

operate different stations separately, resulting in 

many data silos and non-centralized control. In 

addition, though the plants are mostly covered by the 

communication networks, the WAN communication 

capabilities are insufficient. The key directions of 

research and breakthroughs in the future are as 

follows:

• Improving the level of device connection: Enhance 

the data standardization of various sensor devices 

to implement data interworking.

• Improving WAN communication capabilities: Adopt 

low-latency and high-reliability communication 

technologies to ensure the collection, processing, 

and analysis of massive real-time data.

• Building a centralized control operation platform: 

Build an operation platform based on the cloud-

edge collaboration architecture to improve edge 

computing power and intelligence, and achieve fast 

and accurate local response.

• Improving AI coverage: Strengthen AI training to 

improve the maturity and accuracy of key models 

such as energy yield prediction and device fault 

diagnosis.

• Improving the security management efficiency of 

stations and devices: Strengthen the application 

of 3D modeling in security management and 

immersive inspection and maintenance training 

to improve security assurance and employees 

troubleshooting capabilities.

Scenario 2: digital inspection of the power 
grid

Power grid lines are to the electric power system what 

the skeleton is to a human being, and substations 

are to the system what joints are to the skeleton. 

Similarly, a healthy power grid is the prerequisite for 

efficient operation of the electric power system.

The traditional operation mode of power grid devices 

will be changed in the future. The access of large-

scale yield of new and distributed energy will affect 

the health and service life of devices. The traditional 

power grid inspection mode, which mainly includes 

regular spot checks and emphasizes transmission 

lines while ignoring distribution lines, can no longer 

meet the new requirements of the upgraded power 

system. A faster inspection method that is more 

comprehensive, frequent, and accurate is urgently 

needed.

Electric power digitalization technologies can help 

implement an all-dimensional and around-the-clock 

automatic inspection. By digitizing the power grid 

inspection, these technologies ensure the safe and 

efficient operation of transmission hubs, extend the 
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service life of power grid devices, and ensure the 

power supply security of the entire system.

Intelligent line inspection

Transmission lines are long and the coverage of 

distribution lines is extensive, posing significant 

challenges to line inspection. At present, in many 

areas (especially in remote and mountainous areas 

where public network signals are weak), transmission 

and distribution line inspection still rely on manual 

operations with low efficiency. Unmanned aerial 

vehicles (UAVs) are deployed in some areas to 

perform on-site operations, but they are, too, 

controlled manually. Employees have to determine 

exceptions based on collected images. In addition, 

UAVs have dead spots and cannot be used in no-fly 

zones. They can hardly be used in extreme weather 

conditions and other line faults that are prone to 

occur.

To improve inspection efficiency and risk check 

accuracy, and ensure secure line operation and 

reliable power supply, we need to deploy smarter 

and richer inspection methods and faster and more 

reliable communication networks.

Key technology application 1: space-air-terrestrial 
integration + edge intelligence, making inspection 
intelligent

1. Space and ground side: Various edge-end 

collection devices, such as UAVs, radar dome 

cameras, and non-electrical sensors, complement 

each other to comprehensively sense and monitor 

tower foundation intrusions and power grid 

operating abnormalities.

Table 5: Application of various edge/device collection devices in intelligent line inspection

Core Collection Device Objective

UAV
Determine the distance between the line and the obstacle in real time through 
infrared thermal imaging/3D modeling

Radar + PTZ dome camera

Radar: Utilize millimeter wave technology with high precision and strong anti-
jamming capability to realize all-weather, high resolution, and multi-target 
recognition for dynamic intruding objects.

PTZ dome camera: Proactively takes snapshots and monitors and tracks the 
area coordinates detected by the radar.

Non-electrical quantity 
integrated sensor

Line running status: temperature, movement, etc.

Route safety risks: icing, bird's nest, tree barrier, etc.

2. Air side: The remote sensing capability of 

LEO satellites achieves full coverage and all-

weather high-precision monitoring in real time, 

complements UAV inspection, which is restricted 

by region and climate. Satellite remote sensing and 

telemetry technology will play an irreplaceable role 

when power grid operation is in urgent need of 

disaster recovery due to the huge hidden danger 

caused by extreme weather.

3. Edge intelligence: To meet the requirements of 

power supply reliability, power grid lines have 

high requirements on timeliness and accuracy of 

monitoring data processing and analysis. The edge 

side needs to be able to quickly respond to any 

abnormalities that occur at any time and make 

decisions accordingly. Therefore, cloud-based 

training and edge execution will be deployed as the 

standard mode of intelligent line inspection in the 

future — rely on the powerful computing power 
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of the cloud to achieve learning and modeling of 

massive unstructured image data and structured 

running monitoring data are realized and enable 

edge and device through remote deployment. On 

the edge side, machine learning-based standardized 

diagnosis replaces differentiated judgment based 

on personal experience. It accurately identifies 

exceptions and automatically generates alarms, 

improving the power grid inspection efficiency and 

ensuring tower foundation security and power 

supply reliability.

Key technology application 2: develop power private 
networks for reliable communication

Power grid lines have different data communication 

characteristics due to different geographical locations, 

voltage levels, and transmission distances. For 

example, for UHV backbone grids or remote areas 

without signal coverage, the MS-OTN-based next-

generation optical communication technology or 

OPGW can be used to ensure ultra-long-distance 

communication transmission over 1000 km. For 

medium- and long-distance lines, microwave 

technologies with high reliability, strong anti-

interference capability, and high availability in harsh 

climates can be used to reduce high-cost optical fiber 

investments and achieve rapid deployment. For low-

voltage lines, cameras can be connected in wireless 

chain mode to implement lightweight deployment, 

because the communication distance is short. The 

construction of dedicated power networks based on 

actual local conditions helps eliminate signal blind 

spots and improve data transmission efficiency.

In addition, considering the impact of information 

interruption caused by the network quality of a 

single network node on the operation of the entire 

power system, the multi-path transmission protection 

solution should be implemented, and the capability 

of edge-side data buffering and resumable data 

transmission should be deployed to ensure the data 

continuity and consistency during path switchover.

Key technology application 3: achieving harmonized 
communication and sensing for next-generation 
communication

By 2030, with the maturity of 5.5G/F5.5G/6G/

F6G technologies, access networks will integrate 

communication, sensing, and computing capabilities. 

Key technologies such as sub-millisecond latency, 

centimeter-level positioning, millimeter-level imaging, 

and fiber-based precise sensing are adopted to 

implement communication-aware convergence and 

open a new channel for real-time interaction between 

the physical world and the digital space.

In the future, the application of high-bandwidth, 

new edge/device collection devices with high real-

time performance, model training based on image 

recognition and anomaly awareness, and highly 

reliable communications network that meets power 

requirements can further solve the problem of power 

grid line inspection efficiency and achieve intelligent 

remote inspection.

Intelligent substation

Substations are the transportation hub of electric 

power transmission and are vital to the power grid 

system. At present, the substation management 

mainly uses cameras at fixed surveillance locations. 

There are dead spots in patrol inspection, and high-

risk manual operations are required to supplement 

the substation management. At the same time, 

the preventive maintenance method of planned 

maintenance is still adopted for the substation 

devices, which leads to the shortening of the service 

life and frequent replacement of the devices.

Smart substations in the future need to rely on 

more powerful and flexible sensing devices and 

more advanced fault prediction models to achieve 

automatic operation and management, improve 

the positive effect of device maintenance, prolong 

the service life of devices, and eliminate unplanned 

downtime.
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Key technology application 1: cloud-device synergy 
to build a digital team

In the future, smart substations will be unattended. 

Inspection tasks will be completed by various 

robots inside and outside substations, such as UAVs, 

wheeled robots, rail-mounted robots, and cameras 

at important points. Collection devices as such will 

implement comprehensive inspection of substations 

without dead spots and improve the coverage and 

efficiency of inspections.

In addition, to meet the requirements for high real-

time troubleshooting performance of substation 

facilities, we need to further improve the computing 

power of devices on the basis of cloud-edge synergy. 

Replying on edge-device synergy solutions, we 

need to deploy big data and AI technologies in field 

operations. With the support of these technologies, 

intelligent robots can complete tasks such as data 

collection, filtering, storage, analysis, and mining, 

diagnose security risks and device exceptions in 

substations, send corresponding warnings, identify 

fault areas, locations, and reasons, and complete 

automatic inspection and maintenance task 

assignment and emergency handling.

To avoid the impact of communication interruption 

caused by network interference on substation 

inspection and management, the local data buffering 

capability and offline computing capability of 

devices need to be enhanced to ensure that devices 

can perform intelligent inspection of substations 

when they go offline, further ensuring power supply 

security.

Key technology application 2: advanced intelligence 
for predictive maintenance and life extension of 
substation devices

The key to prolonging the service life of the substation 

device is to accurately determine the time when the 

device fault occurs and perform targeted maintenance 

before it occurs. But at present, the maintenance of 

substation devices is based on planned maintenance, 

so the mathematical prediction model based on 

historical inspection and maintenance records cannot 

reflect the change and trend of device running status.

In the future, more advanced AI technologies need to 

be explored, and related technologies such as graph 

computing, advanced analysis, and unsupervised 

learning can be used to perform deep learning on 

various related factors, including historical device 

defect records, test records, and operating status and 

mechanism models, so as to build more complex 

device defect diagnosis and prediction models. In 

addition to comprehensive evaluation and health 
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Robots and AI technologies can be integrated to 

monitor the substation security and device running 

status in an all-round manner, and implement fault 

diagnosis and alarm sending. On top of that, advanced 

AI technologies support predictive maintenance, build 

an intelligent brain, and implement the fast sensing, 

decision-making, and response of substation  device 
faults.

Summary of digital technology application in digital 
power grid inspection

Judging by the current application of key enablement 

technologies, the usage of intelligent devices varies 

in the power grid inspection in different areas. 

Currently, the identification of and response to faults 

are passive, and plan-driven preventive maintenance 

inspection is adopted for device inspection and 

maintenance in general. The key directions of research 

and breakthroughs in the future are as follows:

• Improving the intelligent equipment inspection 

rate: Adopt intelligent devices for the inspection of 

all power grid lines and substations.

• Improving the communications efficiency: Achieve 

full coverage of power private networks, reduce 

the transmission latency to milliseconds, and 

eliminate signal coverage holes. In addition, explore 

and promote the application of next-generation 

technologies, and further promote harmonized 

communications and sensing.

• Improving the edge autonomy capabilities: Build a 

cloud-edge-device collaboration architecture, move 

the application of computing power and algorithms 

forward, improve the timeliness of exception 

diagnosis and response, and enhance local cache 

and resumable data transfer capabilities.

• Improving the coverage of AI: Strengthen AI 

training to improve the accuracy of anomaly 

identification of different power grid devices and 

reduce the rate of false alarm reporting and missed 

detection rate. Explore advanced AI applications 

(for example, graph computation), and improve the 

proportion of predictive maintenance of substation 

equipment.

Scenario 3: multi-source self-healing 
distribution network

Urban distribution network is a bridge between 

the power grid and end users. The safe and stable 

analysis of the current running status of the device, 

based on multi-dimensional influence factor 

simulation, more accurate prediction of possible 

future device failure risks and their causes is made, 

the optimal time point for manual intervention 

is determined, and corresponding inspection and 

maintenance solutions and material requirements are 

provided. This facilitates the preparation and training 

of electric power operators in advance.

Figure 6: From preventive to predictive maintenance
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operation of the distribution network is the key to 

ensuring the daily operation of enterprises and the 

living and working of residents. Along with changes 

in the energy structure and supply mode, the focus of 

power supply has shifted from the backbone network 

to the power distribution network, requiring a flexible 

and stable future urban distribution network that 

can respond to emergencies. Applying digital and 

intelligent technologies can build a distribution 

network that can satisfy rigid demands through 

flexible adjustment, and improve the power grid's 

capability of consuming new energy at the load side.

Multi-source distribution network operations

With the access of a high proportion of distributed 

power supplies and diverse loads, the urban 

distribution network will become active, multi-

directional, and involve high proportions of renewable 

energy sources and power electronic equipment. 

Intermittent outputs of distributed new energy 

devices, sudden voltage changes and power flow 

changes caused by reverse power supply, and 

harmonic pollution caused by power electronic devices 

to power grid operations pose new challenges and 

requirements on the operation and management of 

the urban distribution network. Therefore, enhancing 

the stability of the power grid in normal scenarios 

is one of the core objectives of the operation and 

management of the future active distribution network. 

Deeply integrating power electronic technologies and 

ICTs will support flexible power access, ensuring that 

the power grid runs properly and orderly in response 

to power source and load fluctuations and random 

disturbances, reducing the fault rate to the largest 

extent.

Key technology application 1: standard access for 
plug-and-play

Distributed power supplies are converted through 

power electronic devices such as inverters first and 

then input into the power distribution network. 

However, designed based on actual application 

scenarios, distributed power supply devices feature 

varying topology architectures, electrical ports, and 

communications protocols. This increases the difficulty 

in distribution network management.

Therefore, power electronic equipment technologies 

need to be upgraded to develop unified power 

conversion devices that support high power density, 

multiple electrical interfaces, and independent parallel 

connection of multiple modules. This will help expand 

the access capacity of the power supply system 

and improve the standardization, maintainability, 

and interchangeability of various switch-mode 

power supplies. Unified information models and IoT 

protocols will eliminate device differences locally, 

significantly shortening the access commissioning 

time and providing a hardware foundation for ICT-

based global monitoring, coordinated scheduling, and 

collaborative control of generation, grid, load, and 

storage in new distribution network systems that are 

active and multi-dimensional.

Key technology application 2: from terminal 
intelligence to edge intelligence

Some problems arise during the upgrade of the 

new power distribution network. For example, the 

interfaces of primary and secondary equipment do 

not match, and the devices from different vendors are 

incompatible. These problems hinder devices' function 

expansion and the improvement of the running level 

and efficiency of power distribution devices.

Fusion of primary and secondary equipment is an 

effective way to solve these problems. This means 

integrating primary equipment with some intelligent 

units of secondary equipment to make the equipment 

more intelligent. For example, the switch device can 

be integrated with the measurement and monitoring 

function to proactively detect and monitor power 

quality parameters such as the phase voltage, phase 

current, zero-sequence voltage, zero-sequence current, 

and harmonic pollution on both sides. Optimization 

algorithms and feature libraries are used to analyze 
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and locate pollution sources after distributed power 

supplies are connected to the power grid, supporting 

precise management of power quality.

However, involving a wide range of areas, equipment 

upgrade is costly and difficult to implement. Edge 

technologies may provide more economical and 

practical solutions. Devices adopt unified information 

models and IoT protocols to ensure real-time data 

monitoring and effective data aggregation. In 

addition, the edge computing capability is improved, 

and device-end data is processed in a centralized 

manner to ensure better computing performance 

while reducing the requirements for intelligent 

terminals.

Edge intelligence also plays an important role in 

orderly and flexible charging of electric vehicles. 

When an electric vehicle accesses a power distribution 

network through a charging pile, the charging pile 

collects vehicle-end data such as the charging power 

and remaining battery capacity in real time, and 

uploads this data to the edge gateway. Within the 

maximum available capacity allowed by the power 

distribution plan, the edge gateway flexibly adjusts 

and controls the charging power and charging 

start/stop time of each single charging pile based 

on the actual access status of different charging 

points to develop the optimal charging policy in the 

transformer district.

Key technology application 3: from cable 
communications to fiber communications

Traditional device-edge interconnection depends on 

communications cables. However, as there are many 

distributed power supplies that are located in a wide 

area, a large investment is required, and cabling is 

very difficult. High-speed power line communications 

(HPLC) integrates communications cables and power 

cables. This way, devices can be connected as long 

as power cables are available. This effectively solves 

the problem of difficult interconnection between far-

end devices, implementing efficient interconnection 

and high-frequency communications with zero 

wiring. Compared with the traditional low-speed 

narrowband power carrier, HPLC uses the 2 MHz–12 

MHz frequency bands to achieve a transmission rate 

greater than 1 Mbit/s and a network latency less than 

30 ms.

In the future, as more power supplies are connected 

to the power grid, the amount of data needing 

sensing and monitoring will increase exponentially, 

and the power distribution network will have higher 

requirements on the communications bandwidth and 

latency. Fibers support an access speed ranging from 

the Gbit/s level to the Tbit/s level and a network 

latency less than 1 ms. After the communications 

network is upgraded from the WAN to the 

transformer district that is deployed closer to the 

edge, the operational efficiency of new multi-source 

distribution networks will be significantly increased.

Converging power electronic technologies and ICTs 

enhances edge intelligence and communications 

upgrade, so as to achieve wide access of distributed 

power supplies and stable running of power 

distribution networks, increase new energy 

consumption, and ensure reliable and secure power 

supply.

Self-healing distribution network control

In addition to ensuring power grid stability in normal 

scenarios, the urban distribution network needs to 

improve the power grid's response to emergencies 

and recovery from extreme events.

Extreme events feature a small probability, large 

impacts, and uncertainties, easily causing large-scale 

power outages. Therefore, enhancing the self-healing 

capability of power distribution networks is critical 

for preventing the impact degree and scope of faults 

caused by extreme events from increasing and for 

reducing the impacts on power users.

Self-healing refers to power distribution networks' 

capability to quickly adapt and respond to and 
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recover from faults when extreme events occur. The 

construction and implementation of self-healing 

power distribution networks include three phases. 

The first phase is before an extreme event occurs, 

when the power distribution network needs to be 

upgraded through line reinforcement, distribution 

network architecture enhancement, and distributed 

power supply access, so as to improve the resistance 

of the power distribution network to extreme events. 

The second phase is after an extreme event occurs 

but before it ends, when the faulty devices or lines 

should be quickly isolated to ensure secure and stable 

running of unattacked modules, accurately locate 

faults, and promptly rectify them, improving the 

adaptability of the power distribution network to 

extreme events. The third phase is after an extreme 

event occurs, when flexible power supplies such as 

distributed power supplies, energy storage devices, 

and electric vehicles are used to support load recovery 

based on power supply priorities through demand 

management, improving the recovery capability of 

the power distribution network.

Sensing and digital technologies will drive the 

preceding three capabilities of self-healing power 

distribution networks to improve.

Key technology application 1: Comprehensive 
sensing and detection provide a data foundation for 
self-healing distribution network construction.

A device and line status awareness system is the 

basis for improving the self-healing capability of 

the distribution network. This system uses sensor 

terminals to comprehensively detect and monitor 

the internal running status, external situation 

changes, and users' energy consumption status of 

the distribution network system, including electrical, 

status, and environment parameters, in real time. 

Figure 7: Power  supply curve of the self-healing distribution network

This data provides decision-making support for device 

risk identification, fault locating and repair, and post-

disaster recovery.

Best practice: AIoT helps identify risks and locate 
faults more quickly and more accurately.

An IoT solution provider in China uses high-

precision electronic current transformers to detect 

line currents and ground electric fields in real time, 

comprehensively supporting distribution network 

fault identification and diagnosis. When an anomaly 

is detected, the terminal automatically triggers high- 

precision sampling of transient recording to collect the 

anomaly data and then sends this data back to the 

primary station. The cloud platform deployed at the 
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primary station quickly classifies the recording files 

received through machine learning, accurately locates 

the faulty section and identifies the fault cause based 

on the line topology, generates alarms in a timely 

manner, and notifies maintenance personnel of the 

fault locating result. This significantly shortens the 

fault locating and response time and quickly restores 

power supply in the faulty area.

This solution provider has deployed nearly 5000 

sets of stable and reliable devices, achieving a 1% 

line current measurement precision, a nearly 90% 

grounding fault detection accuracy, and a 100% short-

circuit fault locating accuracy.

Key technology application 2: Optical 
communications networks implement fast and 
accurate load control.

Distribution network communications technologies 

are not as advanced as those for power transmission 

lines. Inadequate optical cables and poor 

communications conditions restrict the power supply 

security of power distribution networks. Wireless 

communications technologies represented by 5G have 

helped improve the secure operation of distribution 

networks. 5G drives the development of next-

generation optical communications technologies. OLT 

is integrated with OTN, improving the information 

communications capability of the distribution network. 

With no protocol conversion required between the 

access network and the transport network, data is 

transmitted at an ultra-low delay. When extreme 

events occur, non-critical and unnecessary loads are 

quickly cut off to ensure power supply reliability of 

the power distribution network and defend against 

various faults or disturbances.

Key technology application 3: Machine learning 
helps with better response and faster recovery.

1. Extreme event prediction: Machine learning helps 

model the occurrence probability and frequency 

based on different event types and construct the 

association between different events and the 

component failure rate of distribution network 

devices. Based on the calculation result of event 

and fault prediction models, power companies can 

quickly take measures when extreme events occur 

and better allocate maintenance engineers.

2. Isolated island division policy: The self-healing 

distribution network implements isolated island 

management when an extreme event occurs. This 

means dividing the power outage area of the 

target distribution network into several isolated 

islands based on the type, capacity, location, and 

importance of the local power supplies and loads 
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connected to the distribution network. Each of 

these islands covers one or more power supplies. 

The corresponding algorithm model is continuously 

optimized through machine learning to develop the 

optimal island division policy for different extreme 

events or faults. This ensures that the power 

supply of as many loads as possible is restored in 

the shortest time and helps quickly switch back to 

the grid-connected mode after faults are rectified, 

minimizing the loss caused by power outages on 

the distribution network.

The status sensing and communications 

infrastructures for distribution network devices are 

constantly upgraded so that the distribution network 

can defend against and respond to faults more 

proactively and more timely. In addition, AI and 

big data further improve the effectiveness of fault 

response and shorten the fault duration to quickly 

restore power supply.

Summary of digital technology application in the 
multi-source self-healing distribution network

Judging by the current application of key enablement 

technologies, the sensing and communications 

infrastructures of the current urban distribution 

network faces many difficulties in promptly and 

effectively responding to changes and harmonic 

pollution caused by grid connection of distributed 

new energy sources and storage devices.

The key directions of research and breakthroughs in 

the future are as follows:

• Improving the edge adoption rate: Enhance the 

edge computing capability and process the running 

data of massive access devices in a centralized and 

efficient manner, reducing the cost of reconstructing 

power distribution devices.

• Improving the real-time performance of 

communications: Upgrade the power distribution 

network with optical fibers to achieve the high-

speed transmission of massive data with a low 

latency (Tbit/s-level rate and ms-level latency) and 

improve the system operating efficiency.

• Improving AI coverage: Enhance machine learning 

training to accurately locate faults and predict 

extreme events, supporting response to faults and 

accelerating recovery from disasters.

Scenario 4: coordination and complementarity 
of multiple energy sources

As terminal electrification accelerates and energy 
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storage technologies develop, electric power will 

be the core of the future power supply system. In 

a certain region, constructing micro-grids or micro-

energy grids to further integrate electric power 

digitalization with energy technologies can ensure 

flexible conversion and synergy among various energy 

sources, such as electric power, heat, and gas. This 

helps improve the reliability of regional power supply 

and the integrated energy utilization efficiency and 

service quality, finally achieving net zero emissions.

Micro-grids or micro-energy grids feature the 

integration of power generation, grid, load, and 

storage. They can be operated independently or 

connected to upper-level power grids through 

switches for power exchange. Smart campuses and 

smart buildings are two typical application scenarios 

of micro-grids or micro-energy grids.

Smart campus

Now, the focus of urbanization changes from high 

speed to high quality, making comprehensively 

promoting digital transformation of cities an 

important task of city construction. Smart campuses 

are major venues for industry convergence, 

production, and life activities in cities, so they lie in 

the heart of smart city construction.

Next-generation digital technologies like cloud, 

big data, IoT, AI, and mobile communications are 

being applied in more and more scenarios and will 

be integrated with various power electronic devices 

in the future power grid. This will help streamline 

the energy consumption management process of 

monitoring, analysis, prediction, and optimization 

and the power management process of inspection, 

warning, and handling for smart campuses. (For 

details about key technical support for power quality 

monitoring and fault locating on the distribution 

network, see scenario 3.) Besides, multi-energy 

collaborative dispatching and tiered energy utilization 

are implemented to improve comprehensive energy 

utilization, finally building smart zero-carbon 

campuses.

Key technology application 1: Energy routers 
integrated with ICTs facilitate flexible device access 
and precise carbon emission measurement.

1. Data collection: There are many types of energy 

supply and consumption systems in a campus, 

each of which includes many devices. For example, 

the power supply system includes distributed PV 

devices, wind power devices, and electrochemical 

energy storage facilities; the heating system 

includes combined cooling, heating and power 

(CCHP) supply devices, heat pumps, and heat 

storage facilities; the gas supply system includes 

gas supply stations and hydrogen energy storage 

facilities; and the power load system includes 

factories, buildings, electric vehicles, and street 

lamps.

Energy routers capitalize on power electronic 

conversion and control technologies to provide 

diverse electrical interfaces for various devices, 

and adopt standardized protocols to let different 

terminals integrate and interconnect. This way, 

energy routers become core devices and energy 

hubs in micro-grids. When combined with digital 

technologies such as 5G, energy routers will be 

capable of communications and intelligent 

decision-making support in addition to their basic 

metering and control functions. They can collect 

and transmit information such as device running 

status and energy usage in real time to implement 

unified data collection and classified metering. 

They can also actively or independently manage 

the energy flow direction and power as instructed 

by users or dispatching centers.

2. Data application: The energy consumption data 

that energy routers collect and summarize in real 

time can be used to accurately capture and follow 

carbon footprints. Measurement factor rules can 
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be preset to accurately measure and monitor 

a campus' total carbon emissions in real time, 

ensuring that the data is reliable and trustworthy. 

This lays a foundation for IOC-based visualized 

carbon management, carbon quota management, 

carbon asset trading.

Key technology application 2: Intelligent algorithms 
and big data help achieve automatic energy 
optimization and multi-energy collaborative 
dispatching.

1. Energy saving: Massive energy consumption 

data of various loads in a campus is collected 

in real time and classified for measurement. 

Energy consumption models of different loads are 

trained, which, together with big data analysis and 

edge computing, helps intelligently control and 

optimize energy consumption behavior such as air 

conditioning and lighting in the campus, achieving 

energy saving.

2. Flexible supply: AI algorithms are used to predict 

the output of various distributed power supplies 

and the load of various power consumption 

systems in a campus. This data is then considered 

together with various other factors such as 

meteorological prediction, power price changes, 

and response requirements of power users to 

calculate a global intelligent dispatching solution 

and deliver dispatching control instructions for the 

output time and power of various energy supply 

systems in the campus. Besides, the dispatching 

policy is constantly optimized and adjusted based 

on the prediction of the impact of short-term 

climate changes on power outputs and loads.

When the power supply exceeds the demand, the 

excess power can be reused many times level by level 

through energy transformation technologies and 

various energy storage devices. In addition to directly 

storing the excess power through electrochemical 

energy storage, the power can be converted into 

hydrogen energy through new technologies such 

as Power2Gas. This has two benefits: One is storing 

energy using hydrogen storage facilities, and the 

other is reducing gas procurement costs through 

hybrid gas supply. When the power supply is less 

than the demand, the power stored can be released, 

or redundant heat energy and hydrogen energy can 

be transformed into power. This way, multiple energy 

sources, such as electricity, heat, and gas, complement 

each other, increasing campuses' self-sufficiency 

capability of energy supply.
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With energy routers, telemetry, teleindication, and 

remote management are performed on massive 

power-consuming terminal devices in a campus. 

Based on energy consumption analysis and prediction, 

energy supply devices and loads are remotely 

adjusted to implement optimized dispatching and 

energy sharing based on a global policy in the WAN, 

improving comprehensive energy utilization.

Smart building

Buildings are one of the core infrastructures 

of a city, and their intelligentization is also an 

important part of smart city construction. Buildings 

empowered by digital technologies such as Digital 

Twin and AI become sensitive and smart. Together 

with high-quality construction and operations of 

energy storage devices, smart buildings will create 

a more comfortable, secure, energy-efficient, and 

environmental-friendly working and living space.

Key technology application 1: energy consumption 
management based Digital Twin

Device awareness and BIM help accurately measure 

and clearly display the real-time energy consumption 

and changes of each area. Energy consumption 

behavior is analyzed to facilitate operation decision-

making. Based on this energy consumption data 

and some other data such as the people flow, 

environmental detection, air quality, and sunlight 

intensity, the system automatically generates and 

delivers control instructions like device startup and 

shutdown as well as temperature and light brightness 

adjustment using advanced algorithms, and 

implements flexible control and adjustment by device 

and area through smart gateways.

Best practice 1: The digital building platform helps 
partners reduce power consumption and costs.

A high-tech manufacturing enterprise in North 

America independently developed a digital building 

platform that integrates software and hardware, 

cloud and edge, and strong and weak currents. 

Owning multiple innovative patented technologies, 

this enterprise has become a leader in smart store 

operations and management.

The enterprise's digital building platform solution 

includes the following key features:

1. The solution supervises and controls energy 

consumption by socket. Specifically, it monitors 

power and temperature in real time, and generates 

real-time alarms for exceptions. It remotely 

controls each socket in real time or as scheduled to 

ensure security.

2. The solution draws on intelligent algorithms to 

automatically control the running status and 

pre-settings of the air conditioning and fresh air 

systems as well as the illumination and startup and 

shutdown time of lighting devices. It also supports 

one-click remote management by area or device.

3. The solution supervises key indicators such as 

environment and device running parameters, and 

diagnoses, evaluates, and predicts the environment 

and key device health based on algorithmic models 

and multi-dimensional data analysis. For predicted 

defects, the system generates O&M alarms four 

days to two weeks in advance to avoid abnormal 

downtime.

The enterprise has cooperated with many large 

shopping malls, supermarkets, and franchised stores 

around the world. One of its customers expects to 

save 11,000 kWh energy annually after deploying the 

digital building platform, reducing the annual energy 

consumption per unit area from 343.7 kWh to 281.1 

kWh per square meter.

Key technology application 2: Diverse smart 
energy storage methods facilitate multi-energy, 
bidirectional, and flexible allocation.

With the emergence and increase of passive houses, 

heating, ventilation, and air conditioning (HVAC), 

which accounts for 50% of a building's energy 
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consumption, will be replaced by a new heating 

mode that mainly uses natural heat sources and is 

supplemented by electrical heat pumps. This will 

significantly reduce the energy consumption. For 

buildings deployed with distributed PV devices, 

there is a high probability for them to change from 

controllable loads to adjustable power sources. These 

buildings can be used as large-scale energy storage 

facilities to participate in the operation of the power 

distribution network, achieving peak load shaving.

Power consumption and reverse supply policies for 

smart buildings can be developed based on the 

observation and prediction of power price changes 

and users' response requirements. Smart gateways 

can be used to adjust the charge and discharge 

switches and directions of energy storage devices 

behind meters. This way, power can be purchased and 

stored during the valley period and released for usage 

or sold during the peak hours to reduce energy costs 

and increase the cost-effectiveness of smart buildings.

Besides, the waste heat recovery and storage facilities 

for passive ultra-low energy consumption buildings 

can implement the reverse supply of heat energy 

when the heat source is adequate. They even support 

the mutual transformation between heat energy and 

electric power to supply and store energy for smart 

buildings in a way with multi-energy collaboration 

and optimal benefits, upgrading from electric power 

prosumers to multi-energy prosumers.

Best practice 2: a multi-energy complementary 
building with near-zero energy consumption

A world-leading industrial digitalization solution 

provider from Europe built a passive house technology 

center covering a total area of 13,800 square meters 

in a northern coastal city of China. This passive house 

building can keep the room temperature above 20°C 

in winter without using the active heating and air 

conditioning systems. It creates a comfortable indoor 

environment with nearly zero energy consumption.

According to statistics, the building can save primary 

energy of nearly 1.3 million kWh each year, reducing 

carbon emissions by 664 tons, equivalent to the 

carbon sink of 53,000 trees.

This company is developing the smart building 

solution business in many regions around the world. 

In some regions where electric heating systems are 

widely used, it has begun to explore how to use 

buildings as batteries and connect them to the power 

grid as part of the distributed energy system. The 

excess heat energy of buildings within a period of 

time is recycled and transformed into electric energy 

for storage. During peak hours, this stored electric 

energy is sold as a supplement, implementing peak 

load shaving.

Summary of digital technology application in multi-
energy coordination and complementarity

Judging by the current application of key enablement 

technologies, devices in the incremental campus 

network are well connected. However, there are still 

a large number of dumb devices and heterogeneous 

networks in existing campuses, which hinders global 

management and precise control. Distributed power 

supplies and load terminal devices are still connected 

through unidirectional switches, which cannot support 

the synergy of power generation-grid-load-storage to 

improve the energy efficiency. In addition, lacking the 

computing power support of data centers, campuses 

and buildings cannot fully respond to the changes 

of power generation, grid, and load in real time, or 

efficiently make dispatching-related decisions.

The key directions of research and breakthroughs in 

the future are as follows:

• Accelerating the upgrade to bidirectional energy 

control: Deploy more energy routers based on 

flexible substation technologies to meet the on-

demand control and adjustment of the electricity 

flow direction and power, help distributed power 

supplies better connect to the grid, and provide 

power electronic technical support for various 

micro-grids to participate in the operation of the 
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power grid through reverse power supply.

• Building edge capabilities: Improve the computing 

power at the edge to support data storage, 

processing, and application, reduce bandwidth 

occupation and latency caused by the backhaul 

of massive device running and load data, and 

improve the real-time computing performance. 

Strengthen the AI training based on the energy 

dispatching model where various energy sources 

are complementary and matched with storage 

to optimize operations. Simplify the edge-side 

application of models trained on the cloud through 

cloud-edge synergy to improve edge intelligence in 

scenarios lacking the computing capability support 

from data centers.

• Accelerating the upgrade of campus networks: 

Increasing access devices on the campus 

network require an upgraded campus broadband 

communications network to ensure a high 

bandwidth and a low latency for data collection 

and transmission on the edge side.

Scenario 5: cross-region power dispatching

Since 2021, energy shortages have occurred in many 

countries and regions around the world due to 

various factors, such as frequent extreme weather 

conditions, rising fuel prices, and continuous spread of 

the pandemic. As a result, these countries and regions 

have to take non-seasonal power rationing and other 

measures to ensure power supply, causing a serious 

impact on urban production and people's lives.

Cross-region power dispatching is a solution. Through 

reasonable dispatching, the power in low-load areas 

or areas with power surplus can be transmitted to 

power-rationing areas to relieve the power shortage. 

There are two ways to implement this. One is using 

the intelligent power grid dispatching system to 

connect and coordinate the power grids in different 

regions. The other is using the virtual power plant 

platform to redistribute power.

Intelligent power grid dispatching

Different countries and regions have different 

concerns about power grid dispatching. For example, 

in China, large wind and solar power bases are 

constructed and put into operations, and power 

supply and demand mismatch in many areas. Given 

this situation, UHV backbone power grids will become 

the most important way to consume the power 

generated by those large wind and solar power bases 

and transmit the large amount of power generated 

using new energy sources over a long distance. In 
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2022, the Chinese government clearly proposed to 

invest more in planning and building a new energy 

supply and consumption system based on large wind 

and solar power bases, the clean, efficient, advanced, 

and energy-saving coal power plants around 

them, and stable, secure, and reliable UHV power 

transmission and transformation lines. Investment in 

UHV lines and power transmission and dispatching 

around UHV power grids will become a trending topic 

in the industry.

Computing capabilities are the core drivers for 

efficient, intelligent dispatching of power grids in 

an environment with massive data, regardless of 

the power system form and the focus of power grid 

dispatching.

Key technology application 1: Strong computing 
capabilities support massive data processing.

Power generation devices that use new energy sources 

feature large-scale, intermittent, and fluctuating 

outputs. After they are connected to the power 

grid, the amount of data to be processed during 

power dispatching increases exponentially, urgently 

needing large and ultra-large data centers to provide 

powerful computing support for stable storage, high-

performance computing, and precise analysis of 

massive power grid operation data. The convergence 

of electricity+computing provides space for applying 

technologies such as deep learning, model training, 

and graphics processing. This helps unveil the power 

grid operation rules in the new energy era behind 

massive data, promoting the construction of digital 

grids.

Key technology application 2: Optical networks 
support secure, reliable, and real-time 
communications.

A highly secure and reliable communications network 

with a large bandwidth and a low latency is required 

for data centers to invoke massive power grid 

operation data and for power transformation hubs 

to receive real-time power dispatching data. Next-

generation optical communications networks have 

strong anti-interference capabilities, can recover from 

faults in 50 ms, provide a large single-fiber capacity, 

and support long-distance data transfer. These 

characteristics make them the best communications 

method for future digital grids, ensuring quick 

response and execution of power grid dispatching.

The strong computing and efficient communications 

capabilities will support the power grid to implement 

more accurate power dispatching globally.

Virtual power plant

A virtual power plant does not change the structure 

of physical networks. Instead, it aggregates scattered 

and independent power supply devices, energy storage 

devices, and controllable loads through the software 

platform. Through flexible dispatching management 

and efficient interaction with power grids, the virtual 

power plant can supply power to the power system as 

a "positive power plant" and consume surplus power 

in the system as a "negative power plant" to realize 

multi-spatial power balance improve power grid 

security and new energy consumption capabilities.

Three core technologies are required to efficiently 

operate a virtual power plant: metering, 

communications, and dispatching.

Key technology application 1: AI and big data 
enable optimal dispatching.

Intelligent dispatching decision-making is the core 

capability of a virtual power plant. Proper and 

effective dispatching arrangements for aggregated 

power supply and energy storage devices can ensure 

balanced operation of the power grid, improve energy 

utilization, and improve the economic benefits and 

participation enthusiasm of each party.

Dispatching of the virtual power plant is decided 

based on two elements:

1. Supply-based dispatching: There are two ways 

for virtual power plants to participate in electric 
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power market trade. First, determine the adjustable 

power that is directly included in the bidding 

scope in the electric power market based on the 

power generation capacity of adjustable power 

supplies. Second, provide auxiliary power services 

such as peak shaving, valley filling, and frequency 

modulation based on the demand response 

requirements of the power grid to suppress power 

grid fluctuation and ensure power grid balance. 

In this mode, a key factor to support dispatching 

decision-making is to accurately judge the output 

change of the adjustable power supply or the 

requirement change of the controllable load.

Figure 8: Operation mode of the virtual power plant

AI technologies will greatly improve the accuracy of 

prediction models. The mutual impact relationship 

can be established between climate, power generation 

performance, and power consumption requirements 

through sparse modeling, ensemble learning, or other 

machine learning methods. The supply and demand 

curve can be accurately predicted based on future 

weather changes.

As the multi-source distribution networks are 

complex, the running status of distributed power 

supplies or energy storage devices may change or 

adjust at any time. Therefore, virtual power plant 

operators also need to monitor the status of the 

aggregated adjustable power supplies in real time. 

When the device status or output status changes, the 

prediction model parameters should be updated and 

adjusted in a timely manner, and the output policy 

should be dynamically optimized based on the real-

time prediction result to support flexible dispatching.

2. Price-based dispatching: Since the power 
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supplies aggregated in virtual power plants have 

different characteristics, their output curves are 

different. Based on the output prediction of the 

adjustable power supply and the price prediction 

of the electric power market, virtual power plant 

operators have different dispatching arrangements 

for different units through data modeling to 

improve the economic benefits of related parties 

and themselves.

Take the German electric power market as an 

example. For biomass, combined heat and power 

(CHP), and other units with stable output, the output 

change of the units can be consistent with the spot 

price trend in the electric power market. Therefore, 

such units can be used to generate electricity only 

during peak hours (when the price is higher). For new 

energy devices such as PV and wind power that are 

dependent on weather conditions, dispatching needs 

to be arranged based on the prices updated every 15 

minutes in the electric power market.

AI and big data technologies help virtual power plant 

operators accurately predict and dynamically optimize 

adjustable power. In addition, parties of the virtual 

power plant can get more benefits by matching the 

adjustable power output and the price trend in the 

electric power market.

Key technology application 2: Unified terminals and 
standard protocols facilitate remote dispatching and 
control.

Comprehensive sensing, precise metering, and 

efficient communications of aggregated power 

supplies and energy storage devices provide data 

basis for intelligent dispatching decision-making of 

virtual power plant operators. Leading virtual power 

plant operators usually install unified terminals at 

each power supply or energy storage device before 

reaching an access agreement, and provide standard 

communications protocols such as Modbus, Profibus, 

and OPCDA. In this way, data of scattered and 

different types of devices can be efficiently obtained 

and dispatching instructions can be delivered in a 

timely manner.

Best practice 1: virtual power plant operations on 
the power generation side

The core objective of virtual power plants that mainly 

aggregate resources at the generation side is to 

improve the grid connection and consumption of new 

energy.

A virtual power plant in Europe mainly uses 

adjustable power resources such as distributed new 

energy devices, biomass, CHP, and small hydropower. 

The plant installs remote control devices at the power 

supply end to evaluate the energy yield free of charge. 

In this way, the power supply and other running 

parameters can be integrated into the central control 

system of the virtual power plant platform, and data 

about generation capacity is obtained.

Virtual power plant operators remotely control power 

supplies based on the running parameters, power grid 

status, and power prices in the electric power market. 

Distributed new energy devices generate power 

intermittently and the power will be directly included 

in the bidding scope in the electric power market. 

Power generated by adjustable power supplies can 

be included in the bidding scope of the electric power 

market and sold in the power balancing market to 

gain the electrical capacity charge and frequency 

modulation service fee.

The power resources aggregated by the virtual power 

plant operator are equivalent to four 600,000-kW 

thermal power units, accounting for 10% of the local 

power balancing market.

Best practice 2: virtual power plant operations on 
the load side

The core objective of virtual power plants that mainly 

aggregate resources at the load side is to respond to 

demands and reduce energy consumption.
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A virtual power plant in North America focuses on 

controllable loads. Based on the behind-the-meter 

energy storage devices at the user side, the virtual 

power plant builds an ecosystem that integrates 

"vehicles, piles, PV, storage, load, and intelligence". 

The virtual power plant operator invites load-

side users who meet the requirements to join the 

platform. When the power supply is insufficient to 

meet the increasing power consumption demand, the 

virtual power plant mobilizes the power in the energy 

storage devices to support the operation of the power 

grid. Users who respond to the load can obtain direct 

economic incentives from the virtual power plant.

In less than two months after the project was started, 

2500 users have been connected to the grid, and 

the grid-tied solar power capacity reaches 16.5 MW, 

providing power equivalent to that of a small power 

plant. In the future, the virtual power plant operator 

will promote this operation mode in a wider area.

Best practice 3: operations of a virtual power plant 
that integrates generation, grid, load, and storage

The objective of a virtual power plant that integrates 

generation, grid, load, and storage is to increase the 

overall energy utilization efficiency.

In the first phase of China's first virtual power plant 

pilot project, the intelligent management and control 

platform is used to connect and control adjustable 

resources across three provinces in real time, covering 

11 types of objects, such as regenerative electric 

heating, adjustable smart campus, smart building, 

smart home, energy storage, electric vehicle charging 

station, and distributed PV. The total capacity is 

about 160,000 kW. Through computing and storage 

of device data and interactive information, the plant 

integrates multiple functions such as energy operation 

management, trading, and services, enabling real-

time interaction with the power system.

From the perspective of operation effect, the virtual 

power plant supports nearly 10% of the load 

required by air conditioners for the local power grid 

in summer through demand response. In winter, it is 

estimated that 720 million kWh of clean energy can 

be generated but 637,000 tons of carbon dioxide less 

will be produced, efficiently utilizing clean energy and 

flexibly adjusting power.

Summary of digital technology application in cross-
region power dispatching

Judging by the current application of key enablement 

technologies, the construction of the backbone data 

centers and the upgrade of communications networks 

in the electric power industry are still at an early 

stage. Besides, virtual power plant operations are also 

at the exploration and pilot stages.

The key directions of research and breakthroughs in 

the future are as follows:

• Improving the computing capability and real-

time communications performance to support 

power grid dispatching: Improve the computing 

capability and computing efficiency of data centers. 

Continuously improve the power communications 

network.

• Improving the application of AI in virtual power 

plant operations: Improve the prediction accuracy 

of output of adjustable power supply devices, and 

reasonably develop dispatching plans.

Scenario 6: green and low-carbon enablement

To achieve dual-carbon targets is extremely 

challenging in the electric power industry. In addition 

to replacing traditional energy sources with renewable 

ones and building a circular economy, digital 

technologies and platforms play an increasingly 

important role by drawing on their advantages in 

terms of coverage, real-time performance, credit 

enhancement, positive incentive, etc.

Carbon trading

The core objective of carbon trading is to transform 

the environment into a paid factor (cost) of 
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production with the help of market forces. Valuable 

assets such as carbon emission rights and green 

electricity will be regarded as commodities in market 

trading to stimulate new energy power generators 

and power users and gradually increase the 

proportion of green power consumption.

In China, for example, the current carbon trading 

system includes three commodity forms: carbon 

credit, China Certified Emission Reduction (CCER), 

and green electricity. The carbon credit specifies 

the upper limit of carbon emissions for cap-limited 

enterprises. Enterprises not limited can apply to 

regulatory authorities, and after being approved, use 

the CCER to offset the excess emissions of cap-limited 

enterprises. Green electricity can reduce the demand 

for power generated by traditional energy sources, 

thereby directly reducing carbon emissions. The three 

types of commodities complement each other and 

play a positive role in the low-carbon production 

and operation of the entire power system. Green 

electricity, which is directly related to the electric 

power industry, is an independent trade commodity 

designed for new energy such as PV and wind power 

under the mid- and long-term electric power trade 

framework. In addition to the acquisition by the 

power grid, a new channel is created for supply and 

demand parties to directly trade new green electricity. 

To further improve the consumption level of new 

energy electricity, the Chinese government has given 

many priorities to green electricity in terms of policies, 

such as preferential organization, arrangement, 

execution, and settlement. In the future, more entities 

will be attracted to participate in the market-oriented 

trade.

Key technology application: Blockchain enables 
authentication of green electricity and accelerates 
green electricity consumption.

In the early stage of green electricity trade, there are 

many challenges during green electricity production, 

trade, settlement, and certification, such as repeated 

metering, check, and verification, and even data 

falsification.

The blockchain technology features decentralization, 

anti-tampering, openness, and transparency to 

ensure data and transaction reliability. Specifically, 

the distributed ledger function of the blockchain 

technology helps store data in the entire process. The 

consensus mechanism supports mutual verification 

and proves data authenticity. The smart contract 

function is used to complete trade automatically 

and settlement efficiently. The electronic signature is 
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used to issue green certificates, supporting accurate 

tracing and full-lifecycle tracing of each trade of 

green electricity and improving the authority of green 

electricity consumption certification.

The blockchain technology is of crucial significance in 

building an efficient, fair, and open green electricity 

trade market.

Carbon inclusion

Carbon inclusion refers to the quantification of green 

and low-carbon behavior of the public and small and 

micro enterprises, and the establishment of a positive 

guidance mechanism combining policy incentives, 

business incentives, and certified carbon emission 

reduction trades.

Currently, each carbon inclusion platform 

independently develops the methods for energy 

saving and carbon emission reduction in the electric 

power industry. There is no unified industry standard. 

As a result, some green and low-carbon behavior is 

not included in the carbon inclusion statistical scope. 

For example, a user installs distributed PV devices 

and uses new energy to save energy and reduce 

carbon emissions. However, from the perspective of 

the power system, the user only saves electricity fees. 

A unified standard is need to promote the positive 

guidance of carbon inclusion.

If a methodology is formed, a challenge we will face 

in promoting the carbon inclusion mechanism is 

how to take unified and authoritative certification of 

eligible public behavior.

Key technology application: Blockchain standardizes 
carbon reduction behavior certification in the 
electric power field.

The carbon inclusion ecosystem has many participants 

and complex processes and covers a wide area. 

The blockchain technology matches the ecosystem. 

To enhance data authenticity, distributed ledgers, 

consensus verification, smart contract, and other 

blockchain-related technologies are used to record 

energy saving and carbon emission reduction 

behavior that meets the methodology of the electric 

power industry, as well as reduced quantity of carbon 

emissions, and considerations for reduced carbon 

emissions and flow directions. At the same time, 

IoT technologies are used to automatically sense, 

collect, and upload data to the chain, further reducing 

manual intervention and ensuring data authenticity. 

In addition, privacy protection technologies can 

effectively protect personal information while making 

data open and transparent.

Best practice: carbon credit application system for 
new energy vehicle enterprises

A new energy vehicle enterprise in China uses an open 

ecosystem platform built in the vehicle to connect 341 

sensors and 66 control rights of the vehicle and record 

related information in the decentralized blockchain in 

real time. The smart contract function automatically 

converts vehicle driving data and emission data into 

carbon credits. In the carbon credit application system, 

vehicle owners can redeem credits to enjoy benefits 

and rights brought by carbon emission reduction, 

which provides positive guidance and incentives for 

low-carbon behavior.

Summary of digital technology application in green 
and low-carbon enablement

Judging by the current application of key enablement 

technologies, the blockchain technology is widely 

used in carbon inclusion scenarios, but most leading 

players are government agencies or platform service 

providers. The green electricity trade market is still 

in the pilot phase, and the blockchain technology 

is in the technical research, patent application, and 

standard formulation phase.

The key directions of research and breakthroughs in 

the future are as follows:

• Improving the coverage of blockchain: Establish 

a green electricity trade mechanism, and develop 
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regional power wholesale markets to implement on-

chain transaction. In scenarios that directly involve 

end users, such as smart campuses and load-side 

virtual power plants, explore the application of the 

regional blockchain in fields such as power retail 

and carbon behavior certification.

Summary

Figure 9: Application of electric power digitalization technologies in six core business scenarios

Based on the application of technologies enabling 

electric power digitalization in six core business 

scenarios and 12 sub-scenarios of the future power 

grid, the value of core technologies is described 

below:

1. The proportion of connected devices decides the 

data collection efficiency and device controllability 

at the edge side. In the future, we need to unify 

interfaces and standardize protocols to support 

ubiquitous perception of various power devices and 

connect to all key devices.

2. A private communications network for electric 

power can improve data transmission efficiency 

and support reliable power supply. In the future, 

we need to achieve high bandwidth (Gbps- or 

Tbps-level) and low latency (ms- or μs-level) to 

ensure the efficient transmission and processing of 

massive data.

3. Cloud platforms and cloud-edge-device synergy can 

improve data processing and analysis. In the future, 

we need to improve the coverage of the cloud-

edge-device synergy architecture, improve the 

edge and device data adoption rate, and balance 

the timely business response and accurate data 

analysis based on business needs.

4. The widespread AI technologies have strongly 

supported power generation, grid, load, and 

storage in the digital twin era. In the future, we 

need to further improve AI-based computing 

capability and the application of AI technologies 

in different scenarios such as yield prediction, 

predictive maintenance, power grid monitoring, 

energy consumption analysis, and flexible 

dispatching.

5. Blockchain ensures the mutual trust during the 

exchange of energy and data flows. In the future, 

we need to strengthen the application of the 

blockchain technology in power trade and energy 

metering.
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Key technical features

Chapter 3 
Technical Features of Electric Power 
Digitalization

In view of the requirements for digital technologies, 

such as IoT sensing, network communication, cloud 

computing, big data, AI, and blockchain, from the 

in-depth development of the future power system 

in various service scenarios, we believe that electric 

power digitalization technologies will have six key 

features at three layers.

Figure 10: Key technical features of electric power 

digitalization in 2030
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Kernel layer
Building a green and secure network environment is 

the core objective and basic principle of power system 

development in the digital twin era.

Green network

Developing and applying electric power digitalization 

technologies not only help the power system improve 

new energy consumption capability, but also reduce 

the energy consumption increase caused by high 

penetration rate of power electronic equipment 

and high data processing efficiency. The all-optical 

network can build an underlying communication 

network that fully supports service and energy 

efficiency requirements at the physical layer, making 

the entire electric power system greener and more 

low-carbon.

All-optical networks provide green transport 
capacity assurance for computing power.

An all-optical network (AON) refers to that E2E 

information transmission and exchange between 

communication nodes are implemented by photons 

without the intervention of electronic signals. This 

reduces the negative impact of electronic devices or 

optical-to-electrical conversion on the transmission 

rate. It effectively meets the requirements of various 

services such as power generation, grid, load, and 

storage for high bandwidth and low latency. The AON 

greatly simplifies the deployment of communication 

sites and equipment rooms. It can reduce the space 

required for deploying traditional communication 

devices by 70% to 80% and power consumption 

by more than 40%. This contributes to low-carbon 

development of electric power.

The construction of an all-optical network includes 

optical lines and nodes.

1. All-optical transmission lines: Optical 

communication networks have become the best 

transmission solution for future ultra-broadband 

communication technologies due to their huge 

available spectrum (10 THz), ultra-large capacity 

(100 Tbit/s), and ultra-high rate (1 Tbit/s). 

From industry development trends, the optical 
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transmission technology has two breakthroughs: 

transmission rate and single-fiber capacity.

G.654.E fibers have an ultra-low attenuation 

coefficient and ultra-large effective area. They 

can significantly extend the transmission distance 

without relay, greatly reducing the construction 

requirements of relay sites. G.654.E fibers are 

suitable for carrying UHV systems that require 400G 

or ultra-400G transmission performance and ultra-

long haul transmission. The power communication 

and transmission capabilities are greatly improved. 

At the same time, the optical spectrum will be 

expanded from C band to C+L band, which will 

soon achieve an ultra-large capacity of 32T per 

fiber. The backbone fiber network will enter the 

80 x 400G era, building powerful infrastructure 

capabilities for digital transformation of electric 

power and digital economy. In addition, the optical 

transmission network (OTN) that uses the oDSP 

algorithm can further improve the communication 

performance. With the same transmission distance, 

the capacity increases by 40%. With the same 

transmission capacity, the distance increases by 

20%.

2. All-optical transmission nodes: The optical cross-

connect (OXC) technology is the core solution for 

implementing a complete all-optical network. An 

optical backplane integrates hundreds of optical 

fibers to implement connection-free and zero 

fiber patch cords. This greatly reduces the space 

occupied by devices and power consumption, 

improves system reliability, and provides more 

flexible configuration capabilities. Only the control 

system is required to control wavelengths on the 

optical backplane. In this way, new services can be 

quickly provisioned.

Key measurement indicators and references

Bandwidth and latency are core indicators for 

measuring network performance. Therefore, improving 

the coverage of optical networks and upgrading high-

quality and deterministic all-optical networks are 

critical to achieve green development.
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Security and reliability
In the digital twin era, the power system connects 

to many devices with heterogeneous protocols, 

which generate hundreds of millions of data 

records per second. The data is transmitted at a 

high frequency through complex communication 

networks and invoked by various software systems 

or application services. With the transformation of 

power digitalization, power communication networks 

are facing unprecedented security challenges. The 

future power system requires not only secure and 

reliable communication networks, but also digital 

trustworthiness. In terms of cyber security, build a 

three-layer defense system consisting of the transport 

layer, network layer, and data layer. As for digital 

trustworthiness, build a data security framework 

consisting of the root of trust, distributed trust, and 

data security & privacy. The two have their own 

focuses and there is also collaboration between them.

Three-layer defense, ensuring intrinsic 
security

Now firewalls are protecting the running security 

of network systems. In the future, the traditional 

external architecture with centralized protection will 

be evolved to a new architecture to ensure intrinsic 

network security.

1. Anti-interruption at the transport layer, ensuring 

service continuity: As the key infrastructure, 

the power communication network also needs 

three lines of defense for network security to 

enhance the support for power digitalization. To 

be specific, device-level redundancy protection 

enables services to be quickly switched to the 

standby component when a component in the 

system is faulty, ensuring device running. Link-

level redundancy protection enables services to 

be quickly switched to the protection link based on 

the negotiation mechanism when an optical fiber 

is damaged, implementing quick service recovery. 

With network-level redundancy protection, when 

the active network breaks down in a large scale, 

services can be quickly switched to the standby 

network based on independent dual planes, 

improving the capability of handling emergencies.

    In the redundancy design of power communication 

networks, the hierarchical redundancy protection 

mechanism can be adopted according to the actual 

situation. For the backbone power transmission 

network, three lines of defense can be configured 

to ensure reliable communication and secure 
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dispatching. For the power distribution network, 

link-level or network-level redundancy protection 

can be flexibly configured in addition to device-

level redundancy protection.

2. Anti-attack at the network layer, preventing 

network breakdown: First, communication 

protocols and network devices are reconstructed, 

and trusted identifiers and password credentials 

are embedded in IPv6 packet headers, which 

can help network devices verify the authenticity 

and validity of requests, preventing forgery and 

spoofing. Fine-grained access verification and 

source tracing capabilities are built, improving 

architecture resilience. Second, build a security 

service architecture featuring cloud-network-

security integration and collaboration to 

automatically respond to network attack threat 

events and handle them in seconds, implementing 

global defense. Third, use AI technologies such as 

graph computing and federated learning to analyze 

associated events that generate threats, complete 

threat identification model self-evolution, and 

continuously improve the threat event detection 

rate. This implements dynamic detection and 

intelligent analysis of threat events.

In addition, the number of security policies 

increases exponentially due to the increase of user 

scale and complexity. As a result, the traditional 

manual planning and management mode cannot 

adapt to the increase. In the future, we need to 

further study AI-based self-learning and modeling 

technologies with traffic and service features, 

feature model-based risk prediction and security 

policy orchestration technologies, as well as 

security policy conflict detection and automatic 

optimization technologies.

3. Anti-ransomware at the data layer, preventing 

data loss: On the basis of filtering and identifying 

ransomware through firewalls and sandboxes at 

the network layer, build the last line of defense at 

the data layer. In the production area, ransomware 

is detected and intercepted in a timely manner with 

AI models, and local storage security snapshots 

are used to implement service recovery in seconds. 

In addition, local backup and isolated storage in 

the backup area and isolation area further prevent 

data loss and ensure data security.

Technology convergence promotes native 
trustworthiness.

The combination of blockchain and privacy computing 

technologies can effectively resolve industry problems 

such as key leakage, privacy data disclosure, and 

algorithm protocol vulnerabilities, thereby vigorously 

promoting the development of data elements as 

assets. It is an important technical roadmap to ensure 

security compliance throughout the data lifecycle.

1. Root of trust: Credible data sources are the basis 

for security and trustworthiness. Trusted Execution 

Environment (TCE) at the component (chip and 

operating system) level is a widely recognized 

and used solution. Moving forward, chip-level 

trustworthiness computing technologies will be 

introduced to NE devices on power communication 

networks. This will help build a secure and 

trustworthy running environment for software 

and hardware within the underlying NEs, thus 

enabling level-by-level verification of chips, 

operating systems, and applications to ensure data 

authenticity.

2. Distributed trust: To meet the complex security and 

trust requirements of the cloud, pipe, edge, and 

device, the blockchain technology will be introduced 

to build a trustworthy service system for basic 

digital network resources (including connectivity 

and computing). Distributed accounting, consensus 

mechanisms, and decentralized key allocation will 

help ensure the authenticity of resource ownership 

and mapping relationships and prevent anonymous 

tampering and illegal hijacking.
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3. Data security and privacy: User data is accessed 

during user access and at service awareness points. 

To ensure user information security, the capability 

of encrypting user IDs and communication data 

needs to be enhanced. Technologies such as 

pseudonymization and encrypted computing are 

used to implement transparent user information. 

That is, data is calculated and analyzed on the 

premise that data privacy is protected from being 

disclosed, promoting highly reliable sharing and 

exchange and achieving data availability but 

invisibility.

Key measurement indicators and references

The IPv6+ based network intrinsic security, AI-based 

management security, and network redundancy 

protection design improve the security and reliability 

of electric power communication networks from 

different levels of network architectures.

Data trustworthiness through technologies such as 

root of trust, blockchain-based distributed trust, and 

privacy computing ensures security and confidentiality 

of data processing and use, improves the penetration 

rate and adoption rate of related technologies, and 

implements wider and more secure data collaboration.

Driver layer
Ubiquitous sensing, real-time network connection, 

and endogenous intelligence demonstrate the core 

service process of electric power digitalization from 

collection, transmission, to processing and analysis 

of massive electric power data. Together, they form a 

technical foundation that will drive the intelligent and 

digital transformation of the future power system.

Ubiquitous sensing

With the deepening of electric power digitalization, 

two networks will be gradually generated for the 

future power system: a physical network that 

connects various electric power devices and an 

information network that links massive production, 

operation, and consumption data. The in-depth 

integration and interaction of the two networks can 
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greatly promote efficient operation of the electric 

power system.

Building an efficient sensing network, improving 

quantity and quality of collected data, and realizing 

information interaction and intelligent processing 

based on sensing are the basis for supporting the two 

digital electric power networks.

Smart terminals help build a multi-dimensional 
sensing network that intelligently connects things 
and data.

Smart terminals are the foundation for ubiquitous IoT 

construction.

Smart terminals enable all things connected. 

With the continuous convergence and collaborative 

upgrade of power generation, grid, load, and 

storage, the power system becomes more and more 

complex. Massive data is generated in every aspect 

of the power system, such as the power supply side, 

backbone network nodes, transformer district side, 

load side, and energy storage side. Ubiquitous sensing 

is to collect key information such as energy flow 

changes, running status changes of various devices, 

and external environment changes that affect the 

running of the power system through various means. 

All power grids are covered with various sensing 

devices, indicating parameters of electricity, status, 

environment, space, and behavior. Sensing devices, 

such as video cameras, infrared spectrometers, lidars, 

low-orbit satellites, and communication sensing 

devices, perform comprehensive inspection on 

large-scale infrastructures such as power plants, 

power transmission and distribution networks, and 

substations. Primary and secondary convergence 

devices or energy gateways are fully connected to 

distributed power supplies, energy storage devices, 

energy consumption devices, and measurement 

meters. All-round and all-weather holographic 

sensing of the power system lays the physical 

foundation of ubiquitous sensing.

Smart terminals enable data connection of 

everything. On the basis of IoT sensing on the 

device side, the edge capability needs to be further 

enhanced. Protocol converters are used to understand 

differentiated communication protocols of devices and 

systems with various specifications and interfaces, and 

implement conversion through algorithms between 

different protocols. Thus, unified access standards and 

unified communication languages are implemented 

to convert, translate, and archive massive scattered 

heterogeneous data, break siloed systems and 

application architectures, and change single data to 

data sets. In this way, various terminals in the power 

system are transformed from physical connection 

to chemical convergence, providing data support 

for global service processing and dispatch decision-

making. In the future, with mature application of 

the distributed soft bus technology, more proactive 

heterogeneous networking can be implemented by 

automatically discovering new surrounding devices.

As for more diversified data types and larger data 

volumes, traditional narrowband communication 

cannot meet the requirements of all things connected 

and ubiquitous sensing. The broadband capability 

of the edge and sensing terminal communication 

modules needs to be further improved to ensure that 

"data vehicles" of different types and capacities are 

accessible. Currently, China's high-tech manufacturing 

enterprises have started to seize the "HPLC+HRF" 

dual-mode communication market. The broadband 

power line carrier and high-speed RF communication 

technologies complement each other to expand the 

scenario versatility of communication modules. Also, 

dual channels simultaneously transmit and receive 

data to expand the communication bandwidth and 

provide more robust communication guarantee for 

ubiquitous sensing.

Smart terminals enable smart connection of 

everything. The power system has high requirements 

for quick response and timely handling of exceptions. 

Traditional cloud-based collection, summary, analysis, 

training, and result feedback cannot ensure real-time 

services due to massive data. Therefore, cloud models 
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need to be deployed on edge smart terminals, which 

calculate the data collected by sensing devices and 

deliver decision-making and control instructions. 

This enables edge power plants and stations to be 

autonomous locally, achieving intelligent control.

With the continuous development of IoT, a large 

amount of unstructured data will be collected by 

terminals. It is estimated that more than 80% of 

the data will be related to images in the future. The 

intelligent vision technology provides a method 

for computer systems to automatically identify, 

measure, locate, and detect the internal and external 

environments of stations. Continuous algorithm 

optimization and interaction and collaboration 

between the cloud and edge, can help quickly and 

accurately determine locally collected images. Edge 

power stations and sensing terminals are enabled 

to operate independently, achieving intelligent 

identification.

Together, service data is locally collected and 

processed, while devices are locally controlled, 

forming ubiquitous sensing closure. This feature 

greatly improves the quantity and quality of collected 

data and ensures efficient service response and 

processing.

Key measurement indicators and references

The development goal of ubiquitous sensing is to 

increase the number of connected terminals, ensure 

the quantity and quality of collected data, use 

intelligent vision to better identify image information, 

and improve the identification rate and accuracy of 

exceptions for power system operation, devices, and 

environments.

Real-time network connection

Electric power communication is an important 

part of the electric power system. We rely on the 

power communication network to send and receive 

information, such as power quality supervision data, 

switch control instructions of electrical devices, 

and reasonable power allocation and scheduling 

instructions.
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Building reliable transmission channels is the 

foundation for automatic and intelligent control 

and dispatching of the power system, and also an 

important technical means to ensure secure and 

economic power grid dispatching. There are many 

types of devices with different output features in the 

future power system, so it is difficult to accurately 

predict the power flow and flow direction. To cope 

with various disturbances and emergencies in a timely 

manner, real-time communication will be increasingly 

demanding.

5G + Wi-Fi/GWL, reducing E2E communication 
latency

The mobile communication technology and the 

wireless local area network (WLAN) communication 

technology complement each other. Flexible 

networking can be performed in each node of power 

generation, grid, load, and storage, achieving E2E low-

latency and real-time communication.

5G uRLLC: As a synonym for mobile communication 

technologies, 5G is critical in wide areas and in 

scenarios that require mobile and high-speed data 

transmission, such as inspection using drones and 

intelligent robots.

Based on network slicing technologies, 5G supports 

three typical application scenarios: enhanced mobile 

broadband (eMBB), ultra-reliable low-latency 

communication (uRLLC), and massive machine-

type communications (mMTC). uRLLC enables 

a bidirectional transmission latency between a 

communication base station and a terminal to be 

less than 0.5 ms. It provides services and support for 

latency-sensitive scenarios, effectively meets operation 

requirements of a power system, helps the terminal 

device respond to and handle detected security risks 

and system running exceptions in a timely manner, 

and ensures secure and reliable power supply.

Since 2018, 3GPP has released three consecutive 

versions of mobile communication standards: Release 

15, Release 16, and Release 17. The introduction 

and iteration of sub-technologies, such as flexible 

frame structures, slot/mini-slot-based dispatching 

mechanism, PDCCH listening period configuration, 

and PUCCH dispatching-free grant mechanism, 

continuously enhance the performance of uRLLC in 

ultra-low latency and ultra-high reliability. In addition 

to optimizing the low latency technology, Release 

17 has two new features. One is the non-terrestrial 

communication network (NTN) technology, which 

can enable direct communication with satellites or 

between any two terminals, providing a more flexible 

solution for emergency communication in the case of 

extreme events. The other is millimeter-wave band 

increase from 52.6 GHz to 71 GHz, so the service 

capability of uRLLC is further enhanced through 

bandwidth extension.

In the future, with the deep application of millimeter-

wave spectrums in mobile communication 

technologies, the communication spectrum and 

sensing spectrum will overlap. In the 6G/F6G 

era, communication sensing convergence will be 

implemented, and the communication latency will 

be reduced to the sub-millisecond level, further 

supporting the digital construction of electric power.

Wi-Fi: Wi-Fi is synonymous with the WLAN 

communication technology. Compared with the xG 

technology, Wi-Fi is more applicable to intra-station 

communication or scenarios with high device density 

in a certain area, such as smart campuses.

With the IEEE 802.11 protocol standard, Wi-Fi has 

developed to the sixth generation, featuring high 

rate, low latency, and multiple connections. Wi-Fi 

6/6E supports 2.4 GHz and 5 GHz frequency bands, 

and the theoretical rate can reach 9.6 Gbit/s. In terms 

of latency, the OFDMA and MU-MIMO technologies 

used by Wi-Fi 6/6E support simultaneous access of 

multiple devices, greatly increasing the number of 

concurrent connections and reducing the latency 

by about 30%. In addition, Wi-Fi 6/6E introduces a 

target wakeup time (TWT) dispatching mechanism, 

which enables flexible on-demand wake-up of Wi-Fi 
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through negotiation with terminals, reducing power 

consumption by about 30%. 

In the future, with continuous breakthroughs 

in communication speed and coverage, Wi-Fi 

technologies will evolve towards higher frequency 

bands, higher rates, and lower latency. According to 

the released technical features, the next-generation 

Wi-Fi technology will further expand the bandwidth 

to 320 MHz, increase the modulation mode to 

4096 QAM, and achieve 30 Gbit/s ultra-high-speed 

communication through wider channels and higher 

traffic density. In addition, it will introduce the Multi-

RU and MLO technologies to enhance network anti-

interference capability through multi-spectrum 

resource allocation and dynamic switching between 

multiple Wi-Fi networks, thereby reducing the 

communication latency.

GWL: With the rapid development and application 

of Wi-Fi, it also faces security risks caused by 

forgery of management frames and authentication 

frames or information leakage. To meet the security 

requirements, Chinese vendors take the lead in 

developing the grid wireless LAN (GWL) security 

access solution based on the WAPI security protocol 

and state cryptography system. It can be applied in 

power grids, power plants, and integrated energy 

services. GWL integrates technologies related to 

datacom, optical network, and security chips, 

including software and hardware devices and 

security management platforms such as wired access 

networks, WLANs, and mobile terminals. Compared 

with Wi-Fi, GWL encrypts the entire process from user 

access authentication to data transmission (except for 

public information specified in protocols). In addition 

to implementing large-bandwidth, full-coverage, and 

low-latency communication, security performance of 

wireless communication is significantly improved.

Key measurement indicators and references

The objective of real-time network connection is to 

continuously improve the communication latency 

and network reliability, realizing real-time data 

transmission and service response in each service 

phase of the digital twin power system.
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Endogenous intelligence

In future power systems, gigawatt-level thermal 

power units will be gradually replaced by megawatt-

level or even smaller-capacity new energy units. In 

addition, the emergence of distributed energy systems 

will greatly increase the number of power supply, 

energy storage, and controllable load devices. Given 

ubiquitous sensing and real-time network connection, 

the data to be processed by the entire power system 

will also soar exponentially.

In addition to providing powerful computing 

power support, a computing power network that 

can implement on-demand allocation and flexible 

dispatching of storage and computing resources 

between the cloud, edge, and device based on service 

and latency requirements is the assurance for precise 

prediction, effective control and collaboration.

Intelligent computing on one network for electric 
power, building the powerful computing base

In the future, the computing center of each 

regional electric power company will no longer be 

independent. New network technologies can be 

used to connect geographically dispersed computing 

center nodes and dynamically detect the computing 

resource status of each node in real time. In this way, 

computing power can be coordinated and allocated 

globally, computing tasks can be scheduled, and data 

results can be transmitted and shared, accelerating 

distributed parallel computing and building a single 

network for electric power and computing. This 

solution can effectively solve the problem of resource 

scarcity when a single AI computing center goes 

online with full workload.

To handle the complex dispatching in integrated 

generation-grid-load-storage scenarios, more powerful 

solving capabilities are required to help electric power 

operators accurately plan the optimal dispatching and 

countermeasures based on the exponential growth of 

massive service data and variables. The development 

and use of traditional solvers face high barriers and 

rely on expert experience. Therefore, it is difficult to 

dynamically adjust parameters. The combination of 

AI and operations research enables AI to replace 

human brains, implementing the upgrade from expert 

modeling to intelligent modeling and from manual 

parameter adjustment to AI adaptive dynamic 

optimization. This lowers the threshold for solver use, 

making new breakthroughs in modeling efficiency, 

solving efficiency, solving scale, and solving speed.
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With the increasing demand for computing power 

in the AI era, semiconductor chips based on Moore's 

Law will also face bottlenecks in the future. In view 

of this, photonic chips, as next-generation chips, can 

carry and implement quantum computing, improving 

computing power by hundreds of times. At present, 

the optical quantum chip technology is still in 

research. We are looking forward to its future.

In addition, the large-scale construction of computing 

power centers provides support for endogenous 

intelligence, but also brings large power consumption. 

According to statistics, the power demand of global 

data centers accounts for about 1% of the global 

total power consumption, and the power usage 

effectiveness (PUE) reaches 1.65. In addition to 

improving computing efficiency, AI helps reduce energy 

consumption of computing centers. Sensors collect 

various data such as temperature, electricity, pump 

speed, power consumption rate, and preset value. AI 

is used to analyze the data and automatically adjust 

the running control threshold based on the model 

calculation result. In this case, energy consumption for 

cooling is effectively controlled, reducing the PUE.

Tiny machine learning (TinyML), making edges 
smarter

According to Gartner's prediction, by 2025, 75% of 

data will be generated at edges outside data centers. 

Digital transformation is moving from the cloud to 

networks and terminals. The electric power industry 

is no exception. For the electric power industry, 

various services have high requirements on real-time 

performance. To respond to various generation-grid-

load-storage requirements in a timely manner, the 

power system has increasingly strong requirements 

on cloud computing power closer to users and edge 

intelligence.

The effectiveness of edge intelligence depends on 

algorithm model performance, which is determined 

by training effect. Also, the effect relies on injection 

and calculation of a large amount of data. However, 

on the edge side, there are usually not so many data 

samples that can be trained, and sample features 

have certain limitations. As a result, a model trained 

completely by using edge data cannot effectively 

satisfy precision requirements of service decision-

making. Therefore, how to solve the "last mile" 

problem is the key to edge intelligence. TinyML, an 

emerging field dedicated to designing, training, and 

optimizing algorithms and models for edge scenarios, 

is attracting increasing attention.

Both TinyML and traditional machine learning perform 

initial training on large models through data migration 

to the cloud. The biggest difference between them 

lies in the deployment and optimization of models 

after training. To be embedded into edge devices 

and adapt to limited computing resources, TinyML 

must perform in-depth compression on large models, 

including model distillation and model quantization. 

Then, TinyML completes edge and device deployment 

after encoding and compilation.

Model distillation: After the initial training of a 

large model is completed on the cloud, TinyML 

modifies it to build a model with smaller memory 

usage and more compact form. Model distillation 

includes knowledge distillation and model pruning. 

The core of knowledge distillation is to migrate 

prediction results of one or multiple large models to 

a lightweight single model. Generalization of large 

models helps train small models. A principle of model 

pruning is to remove redundant parameters whose 

activation value of neurons from the convolution layer 

to the fully connected layer approaches 0, so that 

simplified neurons have the same model expression 

without affecting output prediction. After the pruning 

is complete, the model needs to be retrained to fine-

tune the output result.

Model quantization: After model distillation, small 

models need to be quantized to approximately 

represent 32-bit or even 64-bit floating-point data 

trained on the cloud in a data type that is compatible 

with the edge device format and has fewer bits. In 
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Enablement layer
Service openness can catalyze capability sharing and 

ecosystem co-construction, maximizing the value of 

technology foundation.

Service openness

With the continuous upgrade of digital infrastructure 

construction, digital transformation has shifted from 

a "minority matter" to a shared goal of the whole 

society. Many enterprises have huge demands for 

digital transformation. However, due to challenges 

this way, the model size and memory consumption 

are reduced, and the inference speed is accelerated.

Within the acceptable precision loss range, the size 

of the small model after distillation and quantization 

can be reduced by about 30 times, and the inference 

speed can be increased by 4 times. Through the 

collaboration mode of cloud training and edge 

inference, TinyML significantly improves the reliability 

of edge intelligence and supports the implementation 

of endogenous intelligence.

Key measurement indicators and references

It can strengthen the application foundation of AI 

technologies to build a green computing network 

and enhance the support for services by enabling 

intelligence at the front end.

such as insufficient capabilities, limited development 

costs, and poor scalability, the transformation slows 

down.

Suppliers who master core technologies can access 

various links and carriers in the integration industry 

through service platforms and sharing. This can help 

the industry save infrastructure investment, lower 

the application development threshold, and reduce 

operation and management costs with diversified 

resources, tools, or application services available on 

the platform. Technology inclusiveness enables access 
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Through openness and integration, services of 

enterprises can move to the cloud in a diversified 

manner. Open tools help enterprises achieve 

cost-effective, efficient, and agile development.

Non-intrusive integration: With accelerated 

penetration of digital technologies, different 

electric power enterprises have their own digital 

footprints. Thorough innovation not only wastes 

historical investments, but also decreases the 

efficiency of enterprise digital transformation, 

which is inconsistent with the original intention 

of service openness. Therefore, the openness of 

cloud services needs to complete application 

adaptation and data integration between the 

cloud platform and existing systems through 

APIs, data interfaces, and messages, support 

cross-cloud connections, and provide multiple 

cloud migration paths. This can help enterprises 

quickly improve efficiency based on existing 

application systems and gradually upgrade, 

reconstruct, and migrate applications in the 

future.

Cloud native technologies: The application of 

cloud native technologies enables enterprises 

to maximize the use of cloud capabilities for 

enterprises to enjoy efficient and standard electric 

power services or quickly customize personalized 

service requirements. In addition, data accumulated 

through application services can become new learning 

materials for the open platform to iterate and 

upgrade its capabilities, providing access parties with 

better services.

Open cloud-network architecture, achieving 
data sharing, capability sharing, ecosystem co-
construction, and industry prosperity

During digital transformation, cloud is the core, data 

is the key, and network is the foundation. Through 

continuous upgrade, openness, and sharing of cloud 

and network capabilities, digital transformation will 

shift from single-vendor and single-system capability 

building to industry-wide and ecosystem-wide 

capability improvement. Leading ICT capabilities are 

integrated to enable the electric power industry. Thus, 

IaaS, PaaS, SaaS, and NaaS services are provided for 

participants in the upstream and downstream of the 

industry chain. This improves digital capabilities and 

supports digital transformation of the electric power 

industry.

（1）Cloud openness
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agile development and replicable and scalable 

features, greatly improve development efficiency, 

and reduce development and O&M costs. Cloud 

native technologies will become the preferred 

methods for enterprises to achieve digital 

transformation and an important driving force 

for service openness.

Cloud native technologies include containers, 

container orchestration and management, 

and DevOps. The container technology 

represented by Docker provides enterprises with 

environments dedicated to developing, testing, 

and deploying new applications. Through loose 

coupling and execution environment isolation, 

applications can be iterated and updated 

frequently without affecting the use of other 

application services. The container orchestration 

technology represented by Kubernetes can 

effectively perform operations on containerized 

application services, such as load balancing 

monitoring, scheduling management, fault 

isolation, and automatic recovery. DevOps 

development and O&M collaboration is also 

an important embodiment of cloud native 

technologies, which include low-code/zero-

code development, continuous integration, 

continuous delivery, and continuous deployment. 

Low-code/Zero-code development tools provide 

various preset components and orchestration 

capabilities such as UI orchestration, process 

orchestration, logic processing, and model 

building for enterprise service personnel. Quick 

modeling is implemented through graphical 

drag-and-drop, helping enterprises quickly 

customize O&M management based on digital 

twins. Continuous integration (CI) uses the 

CI server to automatically compile and test 

new code and output results each time to 

determine whether old and new code is correctly 

integrated. Compared with traditional phase-

based integration, it is easier to locate errors 

and improve code merging efficiency. Based 

on CI, continuous delivery (CD) ensures the 

availability of new code in production through 

automatic test, simulation, and feedback in the 

production-like environment. After confirmation, 

related personnel manually deploy the code in 

production. Continuous deployment improves 

continuous delivery to a new level. The entire 

process from new code submission to new 

function deployment and rollout does not 

require manual operation. Instead, the process is 

fully automated.
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Inclusive AI: AI is the core driving force for the 

electric power industry to enter a comprehensive 

digital twin era. However, according to the 

current industry penetration, AI applications are 

distributed in a scattered manner with small 

volume due to challenges such as high costs and 

difficult training. In the future, AI will become a 

common capability for thousands of industries, 

which is an important goal of digital service 

openness.

Inclusive AI means to build industry-level ultra-

large pre-training models based on multiple 

algorithm capabilities, such as natural language 

processing (NLP) models, intelligent vision 

models, multi-modal models, and scientific 

computing models. Centralized pre-training 

helps continuously accumulate common industry 

knowledge, form standard common models, 

and generalize the models to more scenarios 

to reduce human intervention and power 

consumption. AI accelerates transformation 

from traditional workshop-based development 

to modern industrial development. So, when 

a universal and easy-to-use AI development 

pipeline is formed, more service personnel can 

quickly customize deployment and continuously 

iteratively provide feedback on pre-trained 

models. In this case, AI application training is 

faster with better performance, efficiency, and 

quality.

To sum up, the open access of cloud platforms, 

cloud native technologies, and inclusive AI, 

facilitate the collaboration and shared success 

between platforms and operators.

（2）Data openness

Although the cloud platform enables data flow 

within enterprises or alliances, it causes new 

problems. In the multi-cloud and edge cloud 

era, distributed data storage results in new data 

silos between clouds. Storage resources cannot 

be efficiently shared, causing low resource 

utilization. Also, data cannot be associated and 

seamlessly transferred across clouds, and data 

migration, replication, backup, and integration 

are difficult.

In the future, by building a unified underlying 

data storage resource pool, diversified storage 

hardware devices, such as all-flash, converged, 

high-density, and Blu-ray devices, can be 

integrated into an open software architecture. 
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With the combination and application of 

AI and simulation technologies such as 

high-performance approximate network 

measurement, the real network can be 

comprehensively analyzed and reasoned based 

on multi-dimensional information, and the 

network status can be accurately determined 

and effectively predicted. This enables the 

network to continuously evolve to more 

advanced cognitive intelligence, and implements 

L5 autonomous driving for networks throughout 

Figure 11: Definition of autonomous driving network levels at the Telecommunications Management Forum (TMF)

By connecting and converging storage resources 

to multiple clouds, the data silos can be 

eliminated, and data interaction in each phase 

of power generation, grid, load, and storage can 

be streamlined. This promotes efficient data use. 

In addition, the unified storage resource pool 

can match different resource service levels based 

on the requirements of different upper-layer 

electric power service scenarios, and allocate 

and provision storage resources on demand. This 

greatly improves storage resource utilization and 

ensures consistent user experience.

（3）Network openness

With the in-depth application of AI, the 

"autonomous driving" capability is derived from 

the network. According to the definition of 

autonomous driving network levels, the current 

network automation level is in the L2.5 phase, 

which can implement autonomy for specific 

environments and network units with the 

support of AI models.

the lifecycle. L5 autonomous driving network can 

provide cognitive intelligence in two dimensions. 

One is the time dimension. Future performance 

deterioration can be accurately predicted based 

on historical network performance changes and 

alarm information. The other is the function 

dimension. Based on the situation awareness 

and understanding learning of multiple network 

environments, upcoming changes of network 

functions can be determined (such as channel 

changes and security situation changes). 
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Target technical architecture
A comprehensive architecture is required to support 

the implementation of the six key technical features 

of electric power digitalization.

Currently, large energy and electric power enterprises 

Based on cognition of change trends in the 

two dimensions, intelligent decision-making 

is implemented through models, and dynamic 

network configuration and reconstruction are 

performed based on the decision-making results, 

enabling the network to adapt to decision-

making autonomy.

Looking into the future, network platform 

service providers can open APIs to carriers to 

provide highly reliable and automatic network 

performance services and assurance for access 

users.

Together, based on the construction, integration, 

are planning their own technical architectures in light 

of their business development and infrastructure 

informatization status. Although enterprises are 

becoming more and more digital, in terms of 

"building one integrated network", there are still key 

challenges, such as heterogeneous edge terminals, 

and capability output of the open cloud network 

software and hardware architecture, the overall 

digital capability of the electric power industry 

is improved, achieving data sharing, capability 

sharing, ecosystem co-construction, and industry 

prosperity.

Key measurement indicators and references

The data storage resource pool can implement cloud-

based data integration, and network automation 

can ensure the continuous improvement of services, 

thereby improving the cloud penetration rate of 

electric power enterprises and achieving service 

openness.
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Figure 12: Target technical architecture of electric power digital transformation

The target technical architecture should adopt a multi-

layer system of "cloud-pipe-edge-device + scenario-

based application", including the key elements of 

front-edge, back cloud, and cloud-edge collaboration. 

The front-edge implements massive data collection 

through computing and standardization. The back 

cloud converges complex services to the cloud through 

platformization and specialization. The cloud-edge 

collaboration promotes efficient and real-time service 

interaction through intelligence and integration.

The target technical architecture should have three 

core features: openness, efficiency, and intelligence.

Open
The openness of the technical architecture is reflected 

in compatibility and scalability.

First, the standard southbound and northbound 

interfaces eliminate differences between electrical 

interfaces and communication protocols of 

heterogeneous devices, realizing flexible access of 

physically dispersed and logically centralized devices, 

and ensuring the compatibility of the technical 

architecture. Second, open interfaces of the edge 

architecture support multi-platform and multi-vendor 

insufficient cloud-edge synergy, and long application 

development period. Separate construction and 

independent running of systems restrict resource 

and data sharing. In this process, data silos may be 

formed, leading to the Matthew effect of electric 

power digitalization. This will hinder the common 

development of the entire industry, integrated 

generation-grid-load-storage collaboration across 

time and space, and the achievement of the electric 

power digital twin blueprint and objectives.

In the future, the electric power industry needs to 

comprehensively integrate and upgrade the current 

technical system to build a more open, efficient, and 

intelligent technical architecture, supporting the 

digital transformation of the electric power industry, 

and fulfill the ambitious vision of E2E electric power 

digital twins.
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integration, enabling edge component and computing 

power sharing. In addition, the component-based, 

modular, and hierarchical decoupling supports 

deployment in multiple environments, which can 

streamline cross-cloud resources, converge data, and 

improve architecture deployment scalability. Finally, 

a cloud technical foundation that is compatible with 

mainstream development frameworks in the industry 

should be built to provide technical conditions for 

quick development of different users on the platform.

Efficient
The future technical architecture must be able to 

provide convenient and efficient E2E "development-

deployment-O&M" services for access parties.

Efficient development: Based on a highly compatible 

technical foundation, sets of development tools 

are provided on the cloud platform. Low-code and 

zero-code technologies are used to enable service 

personnel to quickly customize service applications, 

reduce development costs, improve development 

efficiency, and complete quick verification tests based 

on cloud native technologies, greatly shortening the 

application development period.

Efficient deployment: Standard upgrade and 

reconstruction on the edge side are enhanced to 

greatly simplify the edge architecture. Cloud-based 

development and edge-side application are used to 

ensure the edge consistency and replicability before 

massive access of the developed content, realizing 

one-time development, batch deployment, quick 

delivery, and application collaboration and avoiding 

repeated resource consumption and waste.

Efficient O&M: Standard service processes and data 

specifications that are summarized from industry 

practices and fully verified are converted into standard 

application service groups in the electric power 

industry. These service groups are released in the 

application store of the cloud platform for various 

roles, such as power generators, transmission network 

carriers, and distribution network carriers, to subscribe 

to on demand. The groups provide them with cloud-

based, centralized, and remote O&M services to 

streamline managed objects that are geographically 

dispersed and independently operated and ensure 

consistent service management and O&M across 

regions and power plants.

Intelligent
The future technical architecture should not only 

meet the service standardization requirements, 

but also effectively support the intelligent service 

development.

First, the edge side continuously accumulates 

various data through comprehensive sensing and 

real-time collection, and periodically pushes the 

data to the cloud. This provides massive summary 

data support for in-depth AI data mining, realizing 

data collaboration from the edge to the cloud. 

Second, the cloud serves as the "brain". It performs 

continuous learning training and model evolution 

based on massive data, and pushes the iterated AI 

model to the edge in a timely manner to deploy 

applications, accelerating local inference of service 

data and realizing algorithm collaboration from the 

cloud to the edge. Based on the cloud-edge synergy 

architecture and idea, the model training on the cloud 

is fully leveraged, and the initiative of the edge to 

participate in service management is fully mobilized, 

helping the electric power digital twin achieve cross-

layer and all-domain intelligence.

The open, efficient, and intelligent target technical 

architecture itself is continuously evolvable. Through 

data collaboration, application collaboration, and 

intelligent collaboration, we can build a powerful 

digital engine for the electric power industry to 

improve the efficiency and quality of future power 

systems and promote the digital transformation 

across the industry.
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Great success can be achieved through mass efforts. 

To adapt to the development trend, which features 

the green energy structure and localized power 

supply mode, in the view of new power system 

features, all participants in the electric power 

industry need to put efforts together. We aim at 

asset security and efficiency improvement, new 

energy grid-tied consumption, generation-grid-load-

storage coordination and interaction, green power 

market-based transaction, and low-cost and efficient 

energy use. We should focus on following core 

service scenarios: digital green power plants, power 

grid digital inspection, multi-source self-healing 

distribution network, multi-energy collaboration and 

complementation, cross-domain power dispatching, 

and green and low-carbon energy. We can seek 

technical support from the digital technology 

application fields of digital edge, ubiquitous 

communication network, computing power and 

Our Proposals
storage, and algorithm and application to implement 

green network, security and reliability, ubiquitous 

sensing, real-time network connection, endogenous 

intelligence, and service openness. In this way, we 

can build a set of cloud-edge collaboration technical 

architectures, an open, efficient, and intelligent new 

engine for electric power digitalization, thereby 

fully supporting and driving electric power system 

upgrade and transformation, accelerating new energy 

consumption, and finally promoting the achievement 

of the Carbon peak & neutrality goals.

However, the digital transformation of the electric 

power industry faces many challenges. It requires 

both key technological breakthroughs in fields such as 

energy and informatization, and policy support.

"Integration" is the key word for technological 

development. For the future power system with 

frequent interaction between generation, grid, load, 
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and storage and highlighted features, electric power 

digitalization cannot be achieved without the in-depth 

integration of IT, communication technology, and 

electric power technology. ICT infrastructure vendors, 

software vendors, power electronic equipment 

vendors, and energy technology institutions need to 

quickly break the inherent industry barriers, accelerate 

cross-industry technical integration and interaction by 

establishing industry alliances or promoting strategic 

cooperation. At the same time, emerging businesses 

(such as virtual power plants) based on the digital 

twin also require faster standardization in industries 

such as communications and controls.

"Improvement" is the key word for policy assurance. 

With the emergence of new transaction forms such as 

green power transaction, cross-border dispatching of 

virtual power plants, and point-to-point transaction 

of power distribution networks, it is urgent for 

policy agencies and regulators to figure out how to 

establish or further improve a more flexible matching 

transaction mechanism based on the existing 

framework to build a power transaction system in 

which multiple forms coexist.

The digital transformation opens more possibilities 

for the future power system. With the continuous 

development of electric power digitalization, the 

vision of the electric power digital twin will be clearer 

and more accessible. The future has come. This digital 

revolution enabling green and efficient power systems 

that involves traditional electric power enterprises 

such as power generators and power grid carriers, 

new businesses such as electric vehicles, and cross-

industry participants such as technology giants, 

campus carriers, and platform service providers, can 

only be achieved with the joint efforts of the entire 

industry and society. Let's work together to drive the 

electric power digitalization by 2030.
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